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Summary of January 15, 2009 Revisions: See Figsah@igH03 in the Appendix, in [zk-ccc]

1) The Binary 56 bit HAIFA Counter has been replaced wifi# bit proactive counter composed
of Mersenne LFSRs, an extended 2 bit LFSR, anditl@nary up counter. Every counter bit is
potentially active (virtually unbiased) at each clock tick.

The pseudo random counter serves as an efficiemtd¢s salt and adds 62 unique active bits to
each chaining value; e.g., close £ @nique numbers. [Figure HO3 in the Appendix & zkjccc

All bits of the new HAIFA counter are input into the tveetiback stores immediately at the rise
of the Primary Clock- without the potential ripple propgamadelays which occur even in fast
large number binary counters when progressing fronF&FF to ...10000 type sequence.

The number of 2 input NAND gates is halved. See Fig0@in the Appendix and in [zk-ccc].

2) A Register Bank Store has been added between tier R&gister Bank Combiner and the
Data Churn. Fig. T06.

This assures that the Data Churn will receive stableiatatediately at the clock tick,
without receiving a flow of unstable data from the RegiBank as the images from the tiers
of the "Sanctus Sanctorum" would rain down through ttiti filters; reducing Data Churn
current consumption by at least one third.

Propagation delay is estimated to be reduced by classetdalf, allowing estimated safe
clock rates of at least 450 MHz; e.g., a bit rate ofentban 28 Gb/sec for a 64 bit CPU.

With 4 ZK-Crypt engines working in tandem, being fgddd bit encrypted words, it could
maintain a sustainable simultaneous decrypt and aithentate of 20 Gb/sec; e.qg.,
transparent safe booting of encrypted data.

3) To assure maximum (internal) uncorrelated Cipher Masguts, we have added the Mask
Decorrelator Shift buffer and the Cipher Mask Stotee hput to the Cipher Mask Store is
the Output of the Mask Decorrelator buffer and thgpot of the Intermediate Store & XOR.
Fig. TO6.

Introduction

ZK-Crypt is a hardware solution for the SHA3 competitiliris designed to work on 32-bit Words,
digesting a whole word with each clock tick. The degigteria were to design a very small gate
count device that acts as HASH/MAC and stream cipbeicd. With an addition of a small unit the
device can act as a TRNG as well.

Readers, new to the ZK-Crypt concept should firdiaaliar with [zk-undst], a thorough explanation
of the Word Manipulator. Someone, less acquaintetth wWie concepts involved may need the
A-Z Guide and Glossary [zk-az glos]. System integratmasy reference [zk-intrfac]. Interested
implementers ready to check AIS 31 complianeay request the emulator CDROM [zk-ais].
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This document is based on the circuits and design from the ZK-Owygit Track FB
Circuit & Concept Drawinggzk-ccc]. The circuits and concepts were implemented by the
ASIC designers, by the cryptanalysts and by the C Simulator pnoggg [zk-ccc] may
give a clearer picture of the HW architecture. We have addeappendix with selected
figures taken fromzk-ccc]. Figures are denotgdPPENDIX FIG. xxx], where "xxx" is the
drawing number.

Queries and suggestions are requested; please contact cak@éortressgb.com.

A Brief Description of the ZK-Crypt [undr]

The ZK-Crypt engine is divided in two- the "left side" Random @uler and a "right

side” Word Manipulator. For HASH lengths of 224, 256 and 324 bits aesergjine is

sufficient. For HASH lengths of 512 or 768 bits dual engines workinganallel are

needed to satisfy the common security measure of "machinegtatkto twice the key".
Parallel working engines swap their feedback at the end ofadach cycle. Each clock
tick 32bit word (64 bit if working in parallel) is fed into the engiAdter the message
digestion is done a TAG with the appropriate length is produced.

The Word Manipulator and the Random Controller are composed of fouc bas
components; the Register Bank, the Data Churn and the RestittAe&eProcessor in the
Word Manipulator, and the Random Controller which regulates all tpesain the
Word Manipulator. [APPENDIX FIG. 00BASC]

A. The Register Bank — A set of 4 tiers of nonlinear feedbagilsters (pseudo random
number generators) with rotated images, organized as 3 MAJdnnmimbined tiers
(Top, Middle and Bottom — TMB) and a more independent randomizing Sigre(ST);

all four tiers and images are joined in a linear combiner.Siheer Tier accepts the Super
Tier Feedback; the TMB Tiers each accept the Lower Feedimactha linear combiner
outputs a 32 bit word into the Data Churn.

B. The Data Churn - A complex of hybrid (MAX/3XOR) filterssgdiacement matrices,
and correlation immunizing combiners operative to receive the oofptlite Register
Bank and two rotated streams of Lower Feedback. The Data Chumadassave diffuser
of the three inputs; operative to output a Cipher Mask and four intsime@ims to the
Result/Feedback Processor.

C. The Result/Feedback Processor — a dual track orthogonal ¢kedme registers, a
"Lower Feedback" and a "Super Tier Feedback", are caldufaben the current and
previous message words in combination with intermediate valoes thie data churn.
The message word input is displaced between the tracks to ensumeumaaffect to any
minor variation in the input feedhe two orthogonal 32 bit feedback streams are masked
by (salted by) the proactive 62 bit HAIFA counter consisting of 4skl@e prime LFSRs
and a 6 bit binary up counter.

D. The Random Controller — consists of three (TMB) Control Umits @ Deterministic
Noise Source driving the Activation, Permutation and Control Egrcobhe Random
Controller receives 10 feedback binary signals from the Redsstek and Data Churn;
and feeds 14 permutation and clock drivers to the Register Bank aadCbarn. The
Controller also consists of a 56 bit synchronisation counter. Ifrthme is to be used as
a TRNG the noise generator is fed through the controller.

Consequently, in each clocked cycle, the nonlinear feedback &egastk output 32 bits
that enter the Data Churn. Simultaneously, 10 bits from the tee@ank and the Data
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Churn are fed back to increase unpredictability in the Randomdllentand 14 binary

signals from the latter serve to clock registers and copgohutations of the ensuing
data. The Feedback words are combined in all 4 tiers and ieddt@im in 2 stages in
the Data Churn.

Vital Statistics

The ZK-Crypt Size

Full implementatiorincludes an FSM, (not included in the algorithmijich allows simple or
direct memory access activation— the ZK-Crypt engine has4®@flip-flops, almost all of
which are used in all functions. The ZK-Crypt has a total courdboiut 9500 two input
NAND equivalent gates.

Pipe Lined Throughput at Standard Single Step Operations

One 32 bit word on every clock (machine cycle) typicallg-@Bits/Sec at 100 MHz.

A good estimate for DMA twinned ZK-Crypts @ 250 MHZ is sstained 16 Gbits/sec.

Binary State Variables/ Flip Flops

554 (320 previously)bit memory flip-flops are use®2 bits in the Message Word, 64 bits in
the Hybrid HAIFA Counter62 are in the Random controller and in each cycle 10 discrete
binary variables are sent in. The 32 Bit Data Manipulator iea®tr Cipher Mode uses 416
flip-flops, and receives 14 uncorrelated permutation signais the Random Controller.

Algorithmic Description
The Non-Linear Feedback Registers (nLFSRS)[REF FIGS. R01-R11]

ZK-Crypt contains four Tiers of nonlinear feedback registachedf 32 bits. They are
composed of two registers each. We denote the four tieRsLbiR2, R3 andSTand the
two sub-registers composimj by Ri,1 andRi,2 (or respectively bysT1andST2 where
Ri,1 compose the most significant bitsRfandRi,2 contains the least significant bits of
Ri; i.e.,Ri=Ri,1|Ri,2 The sub-registers are non-linear feedback shift registeFSRs.

We first note that the clocking mechanism clocks two or thretheoftiersRi in each
cycle. When a tier is clocked, its two registers doeked. The ST register is clocked at
each cycle, whereas lower tiered TOP, MID and BOT tespectively akd&rl, R2,and
R3are guided by random sequences.

All the six registersR1,], R1,2 R2,1, R2,2 R3,1 R3,2 are updated in the following
manner (when they are updated):

The following bit is computedbit=MSB(Ri,j)) XOR Slip, where MSBRi,j) is the most
significant bit of the registeRi,j, Slip is one of two clock controlling bits (LeftSlip or
RightSlip). The sub-register is (right) shifted towards thetmsamificant bit, and the
calculated bit enters the least significant bit and iSR¥@ into each of the feedback
tapped sub-register (nLFSR) cells. betwRi,jbe the new value @i, after the clocking
andoldRi,j be the value of the register before the clocking, then:

bit=MSB(0ldRi,j) XOR Slip

newRi,[0] = bit;
if (t) is a feedback tap: newRi,jt+1] = oldRi,j [t] XOR bit
else newRi,jt+1] = oldRi,|[t]
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When registeR is updated it is also XORed with the feedback registerR.e.R XOR
LFBR, where FBR is the Lower Feedback Register. We engehéize fact that iR, is
not clocked, it is not affected by the feedback register.

The all-zero state is a legitimate state of the nLFSR.AMe that due to the feedback
operation, a sub-register can never be "stuck" on an allvatwe. Consequently, the all
zero sub-register value is valid in the total sequence, whpibatyy, is not the case in
conventional LFSRs. (If n = the number of nLFSR cells, then thébauof stages of the
nLFSR with feedback is now'2s opposed to the conventional LFSR 2n-1).

The attributes of the TMB Tiers of nLFSRs are listed inftllewing table. The TMB
NnLFSRs are each randomly clocked, and their feedbacks areeatedad with Slip
signals. The unique number of cells, and the tap configuraticeafdRi,j, are listed.

Register Length Feedback Taps Slip Clock Bit
(# of Cells) (Left/Right)

R1,1 13 2,3,5,8,9 Left Top clock
R1,2 19 1,4,6,7,8,9,11,14,16 Right Top clock
R2,1 18 2,4,6,7,10,11,12,13,15 Left Middle clock
R2,2 14 1,4,5,8,10 Right Middle clocl
R3,1 15 0,1,5,6,10 Left Bottom clock
R3,2 17 1,4,7,9,10,12,13 Right Bottom clock

The Super Tier is regularly clocked by the Primary Clock, asndot affected by
non-linear Slip signals from the Random Controller (which abegade statistics). The
parameters of the Super-Tier, ST, are as follows:

Register  Length Feedback Taps
ST1 16 0,2,5,6,10,11,12
ST2 16 58,11

The super-tier is always clocked, in a similar update rule
bit= ST{15]

newST[i0] = bit

if (t) is a feedback taprewST[it+1] = oldST[t] XOR bit
elsenewST[it+1] = oldST(t]

The super tier is XORed with the STFBR, a feedback regisggzcially computed for the
super tier, on every clock cycle.
ST= ST XOR STFBR

After the clocking of all the registers (as describediexylthe following function is
computed (note that the ST is always XORed with its rdtatage).
if (TOP BROWI)
x1 = R1XOR (R1<<<1)
else
x1=R1
if (MID BROWN
x2 = R2XOR (R2<<<3)
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X2 = R2
if (BOT BROWN

x3 = R3XOR (R3<<<5)
else

X3 = R3

z=MAJ(X X2 x3

Where Top Brown, Mid Brown and Bot Brown are control bits from Reemutation-
Encoder.

The combined result is saved in the "Register Bank Store" @it 32gister. While the
output from the Register Bank is the Bank Store from theiqus\cycle.

Combiner Output =AXOR (z>>>5) XOR ST XOR (ST<<<7))
Register Bank Store = Previous Combiner Output

8 bits from the Register Bank are used as feedback in thekonit. They are all taken
from the Combiner Output. The bit numbers are 6, 7, 8, 9, 224835, and they are
marked as CO6, CO7 and so on.

Register Initialization

At initialization , the tiers are set to zero with the most significant bisach register set
to one. This gives the following value to each tier:

Top tier = 0x80001000
Mid tier = 0x80020000

Bottom tier = 0x80004000
Super tier = 0x80008000

Register Bank Store = 0x00000000

The Data Churn — Hybrid Filters, Displacement Matrices,and Store & XOR
The Bottom Store & XOR Immunizer[FIGURES IN THE APRDIX ]

The Data Churn has eight main modules:

1. The Top Store & XOR Correlation Immunizer;

2. Afirst 4 Rule Displacement Permutation Matrix (akaTiop Splash Matrix);

3. The Top 2 of 3 Majority Gate/3XOR Filter (aka the ToghHd MAJ/3XOR Filter);

4. The Middle Store & XOR Correlation Immunizer;

5. A second 4 Rule Displacement Permutation (aka the Bottoastsplatrix);

6. The Bottom 2 of 3 Majority Gate/3XOR Filter (aka the Bgbrid MAJ/3XOR Filter);
7. The Bottom Store & XOR Correlation Immunizer (the outpthésCipher Mask); and,
8

. The Mask Decorrelator shift buffer;
Outputting to the Result/Feedback Processor. The output of thle Mecorrelator is
also the output of the stream cipher (the Cipher Mask).

Store & XOR
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A Store & XOR component stores the previous saved values, andttpsiored value
XOR a new input value. Stated differently, let Store & XOReha memory register X
containing the input of the previous clock cycle, then:
Store & XOR (input Y) {

register X (from previous cycle)

output X XOR Y

X<-Y }
The Top Store & XOR accepts the output of the Register Banlgstocambiner XORed
with the LFBR feedback word right rotated 13 bits. The Internted&iore & XOR
accepts the output of the MAJ/3XOR Hybrid Filter with the LF@Rdback word rotated
7 bits to the left.

Splash Matrices [APPENDIX FIG. 17TSM, 18SSEL & ZK-CCC]

A Splash Matrix is a displacement mechanism, designed princifpatiecorrelate near
neighbour inputs into the Hybrid MAJ/3XOR filter. This displacemisntonsidered

immune to second order side channel attacks, because of itmearity and because of
its size. A Splash Selector in the Random Controller choosed ¢ime four displacement
rules, each defining a unique displacement of each input bit t8plesh Matrix. Bit

combinations from the Random Controller, and data bits from the oafpiite Top

Splash Matrix together logically define which displacementorech, B, C or D is

chosen. See the following table. For legacy software basedcatppis the Splash
Matrices may be locked on Vector D (the "straight throughitest

Vecto\nput 0 | 1| 2| 3| 4/ 5 6 7 8 9 1011 12|13 14|15
\Bit

9118/ 5|11/22|12/30|19| 7 15/31/25|28|/24 6 | 3

30|15/ 6 | 12/25/18 16| 9 |19 7 | 3|31 0 |29 27|21

19| 7 114129 3 |27/ 0 13/25 16/15/30/20| 1 26|31

O O m| >

o 1 2 3 4 5 6 7 8 9 1011 12|13 14|15

Vecto\input 16 | 17|18 19 202122 23|24 25|26 |27 28|29 30|31
\Bit

17/13/27/23 1| 2|26/21| 4 20 8 16| 0 |14 10|29

14128 /24117 23| 5 /10| 2 11 22/13|/26/20 8 4| 1

181211021 11 22| 5 | 24|23 28|17

ol O W »r
o0
o
N
IN
©

1617 /18|19 20|21 22 23 24 25/26|2728 29 30 31

2 of 3Majority/3XOR Hybrid Filter [APPENDIX & zk-ccc FIG TO1 & T05]

The 32 bit MAJ/3XOR component accepts four bits from the clockingharesm along
with the 32 bits that exit the Splash matrix. Each two consecbits enter a majority
function along with one of the four bits from the clocking mechanigme. 32 bit output
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majorities are XORed twice — with the input right shiftedameg bit and with the input
right shift by two bits.

MAJ/3XOR Hybrid filter (input X, four bits TOP,MIDDLE,BOTTONFOURTH) {

A=X&0x11111111

B = X & 0x22222222

C = X & 0x44444444

D = X & 0x88888888

if (TOP) Topmask = 0x11111111, else Topmask = 0

if (MIDDLE) Middlemask = 0x22222222, else Middlemask =0

if (BOTTOM) Bottommask = 0x44444444, else Bottommask = 0

if (FOURTH) Fourthmask = 0x88888888, else Fourthmask =0

Z = MAJ(A, D<<<1,Topmask) | MAJ(B,A<<<1,Middlemask) |
MAJ(C,B<<<1,Bottommask) | MAJ(D,C<<<1,Fourthmask)

output Z XOR (X>>>1) XOR (X >>> 2)

}

The clocks for the second (bottom) MAJ/3XOR Filter are shiftedne bit with respect
to their place in the first (top) Majority-with-Double-XORhi® ensures that both splash
matrices would not use the same displacement vector.

Mask Decorrelator [Fig. TO6]

The Mask Decorelator shift buffer is a 32bit register tlwepts the output from the
bottom Store & XOR and XORs it with output from the Intermedgtte & XOR. The
output from the previous buffer is the Cipher Mask

CipherMask = Previous MaskDecorrelator
MaskDecorrelator (BOT ST&X) XOR (INT ST&X)

The Lower and Super Tier Feedback Stores

There are two feedback stores the LFBR, Lower Feedbaclketiaffehe TMB tiers and
the Data Churn, and the STFBR — which affects the Supeoiiigr

Both feedback stores are affected by the synchronisation counter5d it counter is
used to synchronise frames and counts input messages (i.e. every\@2that is sent
into the ZK-engine). It is used to help protected against messdgnsion attacks as each
new input message will change this counter [Haifa].

If the system is part of a parallel Engine the LFBR isppea between the two engines
after it is calculated, this ensures that 32 bits arefeaesl between the systems every
cycle.

If the system is used as a stream cipher the Feedback Sterest be affected by the
input message and the LFBR is calculated to create a dpadizack (an average of 4
ones and 28 zeros).

"HAIFA" Counter [ZK-CCC — HO3A- also in the Appendix

The new HAIFA counter is a 64 bit concatenation of 5 relatigéipe output LFSRs and
a 6 bit binary up counter. The counter outputs are dispersed and XORedeirBuper
Tier Feedback Store and the Lower Feedback store, respeciitielyGlobal (Re)set sets
all LFSRs to all '1's, and the 6 bit up counter to all z&roe

The Super Tier Feedback dispersion of the HAIFA Counter aheatenation of (MS to LS) :
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a) a 17 celled Mersenne Prime One to Many LFSR with t&5 7 10 16;
b) a 2 celled extended length LFSR- with balanced outdlt 01 00 10 ; and,
c) a 13 celled Mersenne Prime One to Many LFSR with tafp6 8 9 12.

The Lower Feedback dispersion of the HAIFA Counter is aatenation of (MS to LS) :
d) a 7 celled Mersenne Prime One to Many LFSR with t&h8 B;

e) a 19 celled Mersenne Prime One to Many LFSR with t&p8 2 11 18; and

f) a 6 bit Binary Up Counter.

As LFSR counters a to f are relatively prime, the outpubtisposed of almost®2unique
count numbers; only the all zero stage of each of the LRS®R= appears.

The update rule for eadiersenne Prime One to Many LF$R
bit= Ti[max] — the top most bit

newT[0] = bit

if (t) is a feedback taprewT[t+1] = oldTi[t] XOR bit
elsenewT[t+1] = oldTi[t]

Lower Feedback Store [APPENDIX FIG HO3 & ZK-CCC H03]
ResultStore = Messageln XOR BSX

Feedback Register (input prevResultStore, PresMessageX), BS
{

temp = PresMessageln XOR BSX
temp2 = temp XOR prevResultStore
output temp2

}

where the BSX output is the output of the last Store & XOR,ResultStore is the
previous (last cycles) result store and PresMessagdia mutrent message word. The
ResultStore is kept between cycles.

Super Tier Feedback Store

The STFBR saves a permutated dense feedback to be output oextheyecie. The
feedback uses the state of some data churn variabledAtR& Counter and the input
data XORed with the mask. The data from the data churnsegasrough an S box and
its result permutated and rotated to reduce its correlatitre mask.

Super Tier Feedback

ST_SuperMix (input TSX, TSF)

{

temp = TSX XOR TSF

temp2 = Serpent S Box(temp)
temp3 = NibblePermutation (temp2)
temp4 =(temp3 >>> 8)

output temp4

}

where TSX is the output of the Top Store & XOR unit, TSF is thputuf the first
Majority-with-Double-XOR unit. "Serpent S Box" - each nibble ander is passed
through the Bijective S Box as presented in the Serpent cipher:NibblePermutation "
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swaps over each individual nibble, reversing the order of thelgitdit O becomes 3; 1
to 2; 2to 1; 3to 0; 4 to 7 and so on. The whole swapped buffeensrotated Right 8
bits.

"Serpent S Box" — Each nibble (from least significant to miss)assed through the
Serpents Bijective S Box. So teyspS(Nib;)

The S Boxes are described by the following table:

{3, 8,15, 1,10, 6, 5,11,14,13, 4, 2, 7, 0, 9,12 },/* 80:
{15,22,2,7,9,0, 5,10, 1,11,14, 8, 6,13, 3, 4 },/* S1: */
{8,6,7,9,3,12,10,15,13, 1,14, 4, 0,11, 5, 2 },/* 82:
{0,15,11, 8,12, 9, 6, 3,13, 1, 2, 4,10, 7, 5,14 },/* 83:
{1,15, 8, 3,12, 0,11, 6, 2, 5, 4,10, 9,14, 7,13 },/* 34:
{15, 5, 2,11, 4,10, 9,12, 0, 3,14, 8,13, 6, 7, 1 },/* S5: */
{7,2,12,5, 8, 4,6,11,14, 9, 1,15,13, 3,10, 0 },/* S6:
{1,13,15, 0,14, 8, 2,11, 7, 4,12,10, 9, 3,5, 6 } /I* 97:

ST_Feedback Register (input BSX, PresMessageln, ST_SuperMix)

{
temp = PresMessageln XOR BSX

temp2 = NibblePermutation (temp)
temp3 = temp2 XOR ST_SuperMix
temp4 = temp3 XOR STHaifa
output temp4

}
where the BSX is the Message Mask and ST_Feedback Storesantieevalue received

in the operation above.
Register Initialization

At intialization, the memories of the Store & XOR units, MaskDecorrelatph&Mask
and Feedback Stores are initialized to O.
The Haifa Counter LFSRs are set to all 1 value, and theup counter to all zeroes.

The Random Controller - Clocking Mechanism

The clocking mechanism has three modules:

1. the Permutation Clocking Mechanism (the Deterministic&&ource);
2. the Register clocking control unit and Permutation Encoder mathde
3. the Splash Matrix Selector.

Permutation Clocking Mechanism-Deterministic Noise SOUrc@prpPENDIX FIGS N04 & NOS5]

The clocking unit contains two non-linear feedback registers asidc&-encoder unit.
The first register has 9 bits and the second has 2 bits. Wedthese two registers by
ClockRegisterhndClockRegister2respectively.

ClockRegisterhas the following feedback behaviour:

FBbit = ClockRegisterfB] XOR NFIX(ClockRegister1)XOR RandomClockSLIP
ClockRegisterfD] = FBbit;

if (t+1) is in {2,4,5,7,8}:ClockRegisterft+1] = ClockRegisterft] XOR FBbit
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else ClockRegisterft+1] = ClockRegisterft]

where NFIXClockRegisterf=1 if all 8 least significant bits dZlockRegisterhre 0.
RandomClocksSLIP is determined by the Permutation Encoder module.

ClockRegisterhas 2 bits that behave in the following manner:

Let FBbit = NOT ClockRegisterfD] OR ClockRegisterfil] NOR ClockRegisterfR])
The first bit -ClockRegiste2[0] =

FBbit OR ClockRegiste2[0] NAND ClockRegistez[1])

The second bit €lockRegisterfl] = ClockRegister]

The most significant bit o€lockRegisteralong with allClockRegisterlre sent to the
clock encoder unit.

ClockRegisterls initialized in the following manner:
ClockRegisterfD]=ClockRegisterfR]=ClockRegister[B]=1
ClockRegisterfil]=ClockRegisterfB]= ClockRegisterf#4..7]=0

ClockRegisteras initialized to "11" (binary representation).

The clock-encoderunit accepts the 10 bits from the registers and outputs the iiofow
four values: The (P)Random clock; the Juggle Toggle bit for ghaesB Matrix selector
and to mask the output bits of MC1, MC2 and MC3.; the FOURTHKthmit affects the
output of the splash matrix unit); and the DAS bit which toggles ared Right slip bits.
The encoder has 9 memory cells (flip-flops) marked from FO toi6h are activated on
each clock cycle.

The computation is as follows:

F3 =ClockRegisterfll] XOR ClockRegisterfb] XOR ClockRegisterfl/]
F4 =ClockRegisterfP] XOR ClockRegisterfd] XOR ClockRegister(B]
F5 =ClockRegister[D] XOR ClockRegisterfB] XOR ClockRegister{b]
FO=ClockRegisterl] OR F4 ORF5

Outputs:
Current Compensatorl= FO
Current Compensator2= F0 delayed one clock cycle.

Current Compensatorl is used to govern the activation ofetise t
Current Compensator2 activate 'digital noise' to draw curremnwhs the result of
missed pulses in the (P)Random clock, not all 3 tiers direatex.

P(Random) Clock = FO delayed one clock cycle activated thrbigind F2.

(P)Random Clock is a positive edge clock signal which is delaye system clock
cycle. F1 and F2 generate a clock signal, synchronized to ttersgtock, whenever a
binary one resides on its input during the rising edge of the sydbein FO precedes F1,
operative to delay the signal by one output cycle.

The following outputs use the QTA binary output from the RegiStecking Control
Unit, R1 and in each case use their previous value inetkiecgcle (XOR and Store).

Next State (Juggle Toggle) = FETAXOR F5 XOR F3 XOR oldF6
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Fourthmask = F7 TAXOR F5 XOR F4 XOR oldF7
DAS = F8 =QTAXOR F3 XOR F4 XOR oldF8

The output values are used only in the next clock cycle.

At initialization cell FO is set to 1 and all other F1->F8 are set to O.

Register Clocking Control Units [zZK-CCC FIGS P02-P04]

There are three register clock Control Units, which relatethe permutation controller
[APPENDIX FIG P07 & ZK-CCC-P07]t0 each of the three nonlinear registers. Each unit is
composed of two components: A counter and a nonlinear feedback sistereuve
describe the mechanism that contrBl§ and note the differences between it and later
explain the mechanisms that contR#andR3

The mechanism that contro®l [APPENDIX FIG P02]is composed of a 4-bit up-counter
Counterl a 3-bit nonlinear feedback registE€ENLSFR and 1-bit memory celMCL
Each cycle, the counter is incremented by 1. Whenever the caeatdres 15, a slip
signal is generated, and the following values are loadedhatoounter:

Counter1[0] = CO[8] XOR TCnLSFRO]
Counter1[1] = CO[22] XOR TCnLSFRO] XOR TCnLSFR1]
Counterl[2] =0
Counter1[3] = CO[6] XOR TCnLSFR1] XOR CompMC1
XOR JuggleToggle
Counterl [0] is also calleQTAand used to debias signals in the clock encoder.

At count 15, the output d/IC1 recalculated MC1 = NOT(oldMC1) XOR Fourthmask
(from the clock-encoder)

The TCnLSFRregister is a linear feedback shift register with two tsvi# cannot enter
the all zero state (as then the bit that enters the lgasicant bit is XORed with 1) and
the feedback is XORed with the AND of the Right Middle-Tk& andCounterl1[0].
The LFSR feedback bit is:

FBbit=0ldTCnLSFR2] XOR oldTCnLSFR] XOR oldNFIX3XOR (CO[24]
AND oldCounter1]0])
(NFIX3 outputs 1 only when all bits of the register save tigBMre 0).
And the register is shifted into the new stage
newTCnLSFR] = FBbit;
For t=1,2:newTCnLSFR+1] = oldTCnLSFIR]

The clock control unit oR1 outputs the following bit:
TOP BRN=TCnLSFRO] XOR TCnLSFR1] XOR TCnLSFR2]

At count 15 a SLIP signal is generated, the XOR of the DASamhit TCnLSFR2]
randomly selects a left slip (when the XOR is 1) or a rajpt(when the XOR is 0).
As mentioned, the polarity ®iC1is reversed (complemented) at every count 15.

The mechanisms thatlate to R2 and R3 have similar structure, wheMCnLSFRhas
five bits andBCnLSFRhas six bits (in both cases there is a 4-bit counter and a memor
cell).

For the component that contré®2 the following update rules are used:
In case of a slip:
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Counter2[0] =C(Q[23] XOR CQO[7] XOR MCnLSFRO]

Counter2[1] =CO[7] XOR MCnLSFRO] XOR MCnLSFR1]

Counter2[2] =0

Counter2[3] =MCnLSFR2] XOR MCnLSFR3] XOR compMC2XOR JuggleToggle

In each cycle:

FBbit=0ldMCnLSFR4] XOR oldMCnLSFR1] XOR (oldMCnLSFR XOR
(CQ[23] AND Counter20])

newMCnLSFIR] = FBbit;

For t=1,..,4newTCnLSFR+1] = oldTCnLSFIR]

MID BRN=MCNLSFR0] XOR MCnLSFR1] XOR MCnLSFR2]

For the component that contré®38the following update rules are used:

In case of a slip:

Counter3[0] =CO[25] XOR CO[9] XORBCNLSFRO]

Counter3[1] =CO[25] XORBCNLSFRO] XOR BCnLSFR1]

Counter3[2] =0

Counter3[3] =BCnLSFR3] XOR BCnLSFR4] XOR compMC3XOR JuggleToggle

In each cycle:

FBbit=0ldBCNnLSFi5] XOR oldBCnLSFRO] XOR NFIX(0oldBCnLSFR XOR
(CO[25] AND Counter3[0])

newBCnLSFR] = FBbit;

For t=0,..,3newBCnLSFR+1] = oldBCnLSFH]

BOT BRN=BCNnLSFR0] XOR BCnLSFRL] XOR BCnLSFR2]

We note thaMC1lis in the TOP control uniMC2is in the MIDDLE, andVIC3is in the
BOTTOM control unit, and is used to configure permutations in ¢heoder of
[APPENDIX FIG. P08] All three are updated on a count of 15 with a similar functid@n

= NOT(oldMCn) XOR Fourthmask (from the clock-encoder)

The threexCnLFSRClock registers as well as the three MC countersnétralized to O.
The 3 counters are given initial values:

Top Counter: TA=TB=TC=1, TD=0;
Mid Counter: MA=MB=MD=1; MB=0;
Bottom Counter: BA=BB=BD=1,; BC=0;

The Permutation Encoder

The permutation encoder collects the results from the clockeghamism to determine
the value of the control bits of the: EVNN (Top, Mid, Bot), T&ock (Top, Mid, Bot),
Brown (Top, Mid, Bot) and Slip (Left, Right, (P)Random). Theca&der includes a
Johnson Counter 3 bits long (of which only a single bit is ON at aoent) driven by
the (P)Random clock.

The TOP BRN, MID BRN, and BOT BRN along with the three Mi® determine the
clocking of the registers and the value of TOP EVNN, MUBECEVNN, and BOTTOM
EVNN (operative in the Top and Bottom Splash Matrix units).
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Let bit_inv_brw=NOT (TOP BRN XOR MID BRN XOR BOT BRN XOR
CurrentCompensatdr), then:

(bit Inverse Brownian)

Top EVNN =MC1 XOR bit_inv_brwn

Middle EVNN =MC2 XOR bit_inv_brwn

Bottom EVNN = MC3 XOR bit_inv_brwn

The three MC bits and the Johnson counter also affect which of gisters is NOT
clocked (outputs Y1 to Y3) according to the following selectma@ism:

Y1 = (JCO AND (NOT (MC1 OR MC3))) OR (JC2 AND (MC2 OR(3))

Y2 = (JC1 AND (NOT (MC1 OR MC2))) OR (JCO AND (MC1 ORQ3))

Y3 = (JC2 AND (NOT (MC2 OR MC3))) OR (JC1 AND (MC1 ORQ2))

These are summarised in the following table:

MC bits Johnson Counter Result

<
0O
=
<
0
N
<
0
W
(&
0
o

JC1

(-
@]
N
<
[ERN
<
N
<
w

Pl Rkl kR R Rk R R R R R R o o of of of of of o o] of of o
Rl k|l R R R R o o o o of o r| R Ll R R R o o o o o o
R~ R o of of r| r| R o of o r| r| | o o o | Rl L o o o
ol ol »r| o] of r| of o] r| o of r| o o »r| o o r| o o r| o o
ol | ol o r| of of r| o] of r| o] o] r| of o] r| o of r| o o] | ©
k| o ol r| o of r| o] o] r| of o] r| o of r| o o »r| o o r| o o
k| o of r| o of r| o of of ol o] r| o o r| o r| r| o o o o
ol ol »| o of r| of o] r| o of | o o | o] o of of r| | o r| o
ol »r| ol of r| of of r| o] r| r| o o r| of o r| o of of o r| o o

The following TMB Tier clock values are computed:
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Top Clock= NOT (Y2 AND bit_inv_brwnAND CurrentCompensatd)
Middle Clock = NOT (Y3 AND bit_inv_brwnAND CurrentCompensata)
Bottom Clock = NOT (Y1 ANDbit_inv_brwnAND CurrentCompensataj

The Brownian controlling bits are also determined by the cloakiaghanism as follows:
NCUR=NOT CurrentCompensatd)

T2=TOP BRN OR Y1 OR NCUR

M2=MID BRN OR Y2 OR NCUR

B2=BOT BRN OR Y3 OR NCUR

SENSE3 =T2 AND M2 AND B2

Mid BROWN = M2 XOR (SENSE3 AND Y1)

Bot BROWN = B2 XOR SENSE3AND Y2)

Top BROWN = T2 XOR (SENSE3 AND Y3)

The Slip to the Left and Right nLFSRRX,1 and RY;
Left Slip = (Top Left Slip) OR (Mid Left Slip) OR (Bot Left Slip)
Right Slip = (Top Right Slip) OR (Mid Right Slip) OR (Bot Right Slip)

The last control bit is the RandomClockSLIP bit that is equal to:
RandomClockSLIP = LeftSLIP ifbit_inv_brwn=1
= RightSLIP ifbit_inv_brwn=0

All the results (Top EVNN, Middle EVNN, Bottom EVNN, Top ClgcMiddle Clock,
Bottom Clock, Mid BROWN, Bot BROWN, Top BROWN, Left Slip,igRt Slip,
RandomClockSLIP) from the Permutation encoder are delayed bylacle signal to
match the (P)random clock pulse.

Splash Matrix Vector Rule Selector [APPENDIX FIG P06]
This unit is found in one of four states: choose permutation &, Br D.

We denote the four states by A, B, C, and D, respectivelath cycle, the state changes
according to the value of the two bits of the clocking unit. @&bgives the states, and to
which state they change according to the bits in the cloakiitg

Let these two bits b8PFFlandSPFF2 The two bits are updated according to
SFF1=prevSFF2XOR TSPL[15],
SFF2=prevSFF1XOR TSPL[31] XORJuggleToggle

where TSPL is the output of the Top Splash matrix. The sequemaesilg understood
from the following Table 3.

Pre-state Post-State Vector Selection
SPFF1 | SPFF2| TSPL[15] TSPL[31] | SFF1 SFF2 Top Bottom
XOR Juggle SPLASH SPLASH
0 0 0 0 0 0 D A
0 0 0 1 0 1 B C
0 0 1 0 1 0 C D
0 0 1 1 1 1 A B
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= oy vt ol —F— Tt =—
Pre-state Post-State Vector Selection
SPFF1 | SPFF2| TSPL[15] TSPL[31] | SFF1 SFF2 Top Bottom
XOR Juggle SPLASH SPLASH

0 1 0 0 1 0 C D

0 1 0 1 1 1 A B

0 1 1 0 0 0 D A

0 1 1 1 0 1 B C

1 0 0 0 0 1 B C

1 0 0 1 0 0 D A

1 0 1 0 1 1 A B

1 0 1 1 1 0 C D

1 1 0 0 1 1 A B

1 1 0 1 1 0 C D

1 1 1 0 0 1 B C

1 1 1 1 0 0 D A

The initial state is set to 0 (both bits = 0). The state clsotbeeentry of the Top Splash
matrix, while in the Bottom Splash matrix as is seen entéble, A B,B C, C D,
and D A, i.e., when A Vector of the Top Splash Matrix is selecseuhultaneously the
B Vector of the Bottom Splash Vector is chosen.

IV/Key Initialization: [APPENDIX & ZK-CCC FIG. B07]

The ZK-Engine is set up to it initial conditions through a mecharoé KEY and IV
loading. This is done to facilitate the use of the samtesy$or HASH (known keys)
MAC (secret keys) and stream cipher engine. The key anddMoaded through the
word input mechanism as "plaintext" while the system is set N#gdback mode (for
full saturated feedback).

Initialization

On global reset the various registers of the ZK enginearepsto the following values.
The values have been chosen for use in cipher or MAC modes. Ehkeysure that even
'week' keys cause the system to wake up as quickly as possibBlASH mode there is
no direct significance as the 'key' values are pre-chosen.
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Clock Bit Fixed Initialization

0 TCnLSFR

OxE Counterl

0 MCnLSFR

0xD Counter2

0 BCnLSFR

0xB Counter3

0 MC1
MC2
MC3

0 SFF1

0 SFF2

1 ClockRegister{D]
ClockRegister{R]
ClockRegister{B]

0 ClockRegisterfll]
ClockRegister[B..7]

11 ClockRegister2

1 JohnsonCounter[0]

0 JohnsonCounter[1]
JohnsonCounter[2]

Tier Fixed Initialization

Super Tier 0x80008000

Top Tier 0x80001000

Mid Tier 0x80020000

Bottom Tier 0x80004000

Fixed Hash Keys

In HASH mode 10 or 20 WORDS of 32 bits are loaded as message wuedsthe

system is clocked 8 times with input set to zero and its outptisead. The ZK-Crypt
engine is initialized for HASH creating. Each HASH lenb#s its own set of initial keys
to ensure different initial conditions. The values are takem fthe set of SHA-256

constants.
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HASH length Number of Keys| Key values —in ordefe#ding in

224 10 0X428A2F98 O0XA2BFES8A1
0XD807AA98 0X19A4C116
0XE49B69C1 0X748F82EE
0X983E5152 0X71374491
0X27B70A85 0X12835B01

256 10 OXEFBEA4786 0X78A5636F
0XA831C66D 0XB5COFBCF
0X2E1B2138 0X243185BE
0XA81A664B 0XO0FC19DC6
O0X1E376C08 0XB00327C8

384 10 0X4D2C6DFC 0X550C7DC3
0XC24B8B70 0X240CA1CC
0X2748774C OXBF597FC7
0X84C87814 0X53380D13
O0XE9B5DBAS 0XC76C51A3

512 20 Engine 1 - 0X34BOBCB5 | OXC6EOOBF3
0X8CC70208 0X650A7354
0X3956C25B 0XD192E819
0X72BE5SD74 0X391C0CB3
O0X2DE92C6F OX90BEFFFA
Engine 2 - 0XAB1C5ED5S | 0X81C2C92E
0XC19BF174 0X92722C85
0X5CB0OASDC O0XF40E3585
0X06CA6351 0X106AA070
0X14292967 0X5B9CCA4F

768 20 Engine 1 - OX59F111F1 0XD6990624
OX80DEB1FE OX4ED8AA4A
OX4A7484AA 0XA4506CEB
0X76F988DA 0X923F82A4
0X766A0ABB 0X9BDCO6A7
Engine 2 - OX682E6FF3 OXC6EOOBF3
OXBEF9A3F7 0X650A7354
OXC67178F2 O0XD192E819
0X72BE5SD74 0X391C0CB3
O0X2DE92C6F OX90BEFFFA
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HASH Creation: [APPENDIX & zk-ccc FIG. BO6]
The process of creating a HASH is as follows:

A.

Initialization: The engine is set to its fixed initial stalkey length is chosen
and the fixed keys are loaded; the engine is run 8 timesplaititext set to O
and output set to none.

Data Digest: plaintext is read in full chunks of 32 or 64 bits]enhie engine

is in full MAC FB mode and output is set to none. The size @fctiunks is
determined by the key length chosen (32 bits for keys 224, 256, 384; 64 bits
for key lengths 512, 768).

The last chunk is padded with zeros till its end.

The length of the message in bits is added as the last two @@ihis. The
MSB of the length as the first Word then the LSB.

Interhash Digest: ZK-Crypt is run 16 cycles while the input werdeit to O,
again in full MAC feedback mode, without producing output.

TAG generation: Output is turned on and the engine is run, inMAIC
feedback mode with the input word set to 0. The machine is ciclecduce
the Tag words —

Key Length 32 bit Tag cycles| 64 bit Tag cycles
224 7

256 8

384 12

512 8

768 12
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APPENDIX T06 Principal Revisions
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APPENDIX FIG. AO1
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E48&> ) )))* %3')'#3 &###

$ #'#3) 0 5 4%>

0. %32'3%,)2%,8 ) #%
%% -) 4 , &) - %,

+ T ;%,rgé@ <

s ||~ | o
2 #-) "(4%>;8&%<,% @ % - %oe
46 *e \ ' o
4 4/ v
! > —
4g

SHE& ) #% (4%> #)

#)'32'3) #%

# '3'")'E)'E% 4%>
2#) 4%>( Yos
", &%<,%
23 % )*
3) %

"QO ) #% %32'3%, )2%,8 %,,)2% '2%, | SH&
v v
% %, %o %
# 5 / 5 0 v
—> —> —
/ / 0 0
0) $#&,

4%> ;%,)2% @0 ° 4%> <

5

%0 %6 %7
/0 16 "7
) #% %32'3% , )2%, 2063%&) %, )2 £ 06.)2% @ <
v v v
% %, %o | === | % | ————e- %s
/ 0 8/

L ’ ° )

~
) )*%() )2 #

&%,* (%% -) 4 09(1(1 1t

&# %, #&

FORTRESS GBLTD London WC1H 9LG 29 PATENTS PENDING

00 AA ZK-Crypt Algorithmic Spec 090115.d@3 January 2009 carmi@fortressgh.com



APPENDIX FIG. TO5
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APPENDIX FIG. FO2
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APPENDIX FIG F11
The input to the SuperMIX Filter is the Serpent Bij  ective S Box.

SO[16]={3, 8,15, 1,10, 6, 5,11, 14, 13, 4, 2,7, 0 9 12}
S1[16]={15,12, 2, 7, 9, 0, 5,10, 1,11,1 4, 8, 6,13, 3, 4};
S2[16]={8, 6, 7, 9, 3,12, 10,15,13, 1,1 4, 4, 0,11, 5, 2};
S3[16]={0, 15,11, 8,12, 9, 6, 3,13, 1, 2, 4,10, 7, 5,14},
S4[16]={1,15, 8, 3,12, 0,11, 6, 2, 5, 4,10, 9,14, 7,13}
S5[16] = {15, 5, 2, 11, 4,10, 9,12, 0, 3,1 4, 8,13, 6, 7, 1};
S6[16]={7, 2,12, 5, 8, 4, 6,11,14, 9, 1,15,13, 3,10, O}
S7[16]={1,13,15, 0,14, 8, 2,11, 7, 4,1 2,10, 9, 3, 5, 6}.
©O 1 2 3 4 586 7 8 9 o 1 5 3 45 6 7 80 o125 35 67 58 03
ABCDEFGH|JKL MNPQR|STUVIWXY Z|la b c dle f gh
dcbalhgf e DCBAHGF EML KJ/I[RQPN|VUT S|ZYXW
o 1 2 3|4 5 6 718 9 ¢ 1|33 4 5|67 8 0|0 12 3|35 6 7|55 03
7 e s i|i o8 sl o7e s allge8ls i3 2o 876|210
S/ &
M8=(88888888)16
M4=(44444444)¢
M2=(22222222)¢
M1=(11111111)46
v
INPUT ( & XOR),
( )
v
=( & XOR)
XOR ( )
: l
MMM=0 MOD 2232 AND
v .
MMM=3>>>( & M8) ¢
MMM= 1>>>( & M4)
MMM= 1<<<( & M2) ‘ RETURN ‘
MMM= B<<<( & M1)
= 8>>>MMM
YES
ODE 2
= '
‘ = &MUX L
¢ ‘ RETURN ‘
@ ‘ RETURN ‘ 10/12/06 11:27
FORTRESS GB LTD London WC1H 9LG 33 PATENTS PENDING

00 AA ZK-Crypt Algorithmic Spec 090115.d@3 January 2009 carmi@fortressgh.com



|

FORTRESS GBLTD London WC1H 9LG

00 AA ZK-Crypt Algorithmic Spec 090115.d@3 January 2009

10/12/06 11:29

34

PATENTS PENDING

carmi@fortressgh.com

e s men e pon o — — — —
— = —— ——
APPENDIX FIG. F11B34MMIX
0 123456789 01 33 4547 806 015558855583
ABCDEFGHJKLMNPQRSTUVWXYZaﬁcd'efgﬁ
DCBAHGF E[ML KJ RQPNVUTSZYXWC[Cﬁaﬁgfe
S/
N
M8=( )16
M4=( )16
M2=( )16
M1=( )16
v
v
v
=0 2732
v
=3>>>( & M8)
= 1>>>( & M4)
= 1<<<( & M2)
= 3<<<( & M1)
v
<D




( ) n S¥:9} 600Z/H/ 1} g
m

Bk 2 -« ....... .H.------..w----m- o --.<...L ....... .H.------W---.::-

JH0LS 8 HOLIMS

JY01S B HOLIMS

i y
0
— IIIIIIIIII

[d+HMN

_—
APPENDIX FIG. B10

carmi@fortressgh.com

PATENTS PENDING

35

Fig. B10: 34TAND

APPENDIX FIG. B11
FORTRESS GB LTD London WC1H 9LG

00 AA ZK-Crypt Algorithmic Spec 090115.d@3 January 2009



- »w O I

11/1/2009 16:44 |_

Fig. B11: 34

SYNCH/ HAIFA 6

CIPHER & MAC

l SWITCH & STORE

CIPHER & MAC

l SWITCH & STORE

SYNCH/ HAIFA

CIPHER & MAC

SYNCH/ HAIFA

FORTRESS GBLTD London WC1H 9LG 36

00 AA ZK-Crypt Algorithmic Spec 090115.d@3 January 2009

PATENTS PENDING

carmi@fortressgh.com



6002 Arenuer §OP"STT060 22ds dwLobly 1dA10-YZ Vv 00

/€ 9716 HTOM uopuo] d.l1d9d9 SS341d04

woo°qBSSa.LI0)D IWIed

ONIAN3d S1IN31vd

“N% "% ,%& %3 , 3'--% '&*
) =3--%."%3"') 2) %, & *&%8
' %&%3 ) &'+ #33% '#3

3# % P #3> #33% , #3 RIF<
/

& % #$%& '3:%& #&.
62) % %J*:) %3

0
1
0
T ) 7 1 1 1 7 7 i
vy v vy Sy by A B vy SV By By S B v yBy v 58 ELIRLET,
gx YVYN A A 4 5 A A Y AA A Y \A A YVY 5 A4 N A4 AA Y y
TR N B g RN S I SN S S N S N

/%/ i //%
—-—_0 Q0 —
g-& -5
= 3
= P
-
%/7 /’)I
/7// /7
T .
e 1 I
T L | 5

1'3*
3)3 2) %,

2) % #*3 #& %) . -#+3--%

3. % #*

&' % #3%& ‘3:%& #&, 62) % %I*:, .=6 @0
[ .'3* 3)3 2) %, 02) % %J*:, | =0 @60
. 1'3*3)3 )%, 2) % %J*: .+ @0.
12) %, %&3--% # #% $ % #
" # # 8
# #$ "%

s
E S

8S'LL 80/80/7L
0gSyt

EE’SSEJ:‘.JO-.

3ASY3IATY 31949IN IHL LNOHLIM— €0SA10 "Old XIAN3IddV



