
 

FORTRESS GB LTD   London WC1H 9LG                    1                              PATENTS PENDING 
00 AA ZK-Crypt Algorithmic Spec 090115.doc                                                                23 January 2009                                                                                                    carmi@fortressgb.com 

 

������ ��	
���
���	�������������������

��������������	�	��������
�������������

�

���������������������� ��	
�����	� �	�����������������
����!"�������	��	������ ����	��!�����!		��������!��� ���#�

 
THE ZK-CRYPT DATA AUTHENTICATION ALGORITHM WITH ZK-CRYPT ENCRYPTION   

 

A HARDWARE ALGORITHM WITH SIMULTANEOUS TRANSPARENT  
AUTHENTICATION AND DE/ENCRYPTION 

 

 

 

 

Pointers to Version Changes and Summary of Enhancements on Page 3 

 

 

 

 

NIST HASH ALGORITHM SUBMITTERS: 

Nicolas T. Courtois 

Carmi Gressel 

Avi Hecht – Algorithmic Spec and Software Emulator 

Gregory V. Bard 

Ran Granot 

 

ORIGINAL MAC/STREAM CIPHER & TRNG SUBMITTERS: 

Orr Dunkelman – Original Algorithmic Spec 

Avi Hecht 

Carmi Gressel 

Ran Granot 

 
 
 
 

JANUARY 2009 



 

FORTRESS GB LTD   London WC1H 9LG                    2                              PATENTS PENDING 
00 AA ZK-Crypt Algorithmic Spec 090115.doc                                                                23 January 2009                                                                                                    carmi@fortressgb.com 

 

Table of Contents 
Pointers to relevant changes in this document                                                                           3 

January 15, 2009 Revisions        

Introduction           

A Brief Description of the ZK-Crypt      4 

Vital Statistics        5 

Algorithmic Description        

The Non-Linear Feedback Registers (nLFSRs)      

Register Initialization        7 

The Data Churn – Hybrid Filters, Displacement Matrices, and Store & XOR    

Store & XORs 

Splash Matrices         8 

2 of 3Majority/3XOR Hybrid Filter        

Mask Decorrelation        9 

Lower Feedback Store         

Super Tier Feedback Store 

HAIFA Counter 

Cipher, Super Tier, ST, Feedback Stores                   10 

Random Controller - Clocking Mechanism                  11 

Permutation Clocking Mechanism –Deterministic Noise Source 

Register Clocking Control Units            13 

The Permutation Encoder                    14 

Splash Matrix Vector Rule Selector                   16 

Key Initialization                     17 

Clock Bit Initialization                     18 

Fixed Hash IV/Keys 

Hash Creation                20 

References                     21 

Figures in the Appendix [zk-ccc]: 
FIG T06    The Revisions- Hybrid HAIFA Counter- Decorrelated Register Bank – Decorrelated Cipher Mask 
FIG H03   Haifa Mersenne Prime LFSRs & Binary Counter- 262 Word Collision Control  
 
FIG A01    Basic Design– The ZK-Crypt designer blocks.                
FIG N05    Random Controller Noise Clock Encoder   
FIG N0      Deterministic Noise Post Processor    

FIG P08     Encoding 11 Permutation Activators – Encoders of for Register Bank Permutations 
FIG B07    Sequence of Initialization & Basic Encryption – Basic cipher operations    
FIG R13    MAJ/XOR 3 Tiered Balanced Combiner– Correlation Immunized Output    
FIG P02    Top Control Unit – Non-linear Control- 3 Bit LFSR & 4 Bit Random Up-Count (4 to 15)  
FIG T03    Splash Matrices w EVNN–Splash Matrices with Diffusing EVNN MAJ/XOR Permute Barrier   
FIG P06   Splash Matrix Selector- Randomly Selects 1 of 4 rules for Top and Bottom Splash Matrices  
FIG B06   Sequencing the MAC/HASH - Includes initialization and diffusing processes.   
FIG T05   One Cell of the MAJ/XOR Diffusion Filter –Large Diffuser with MAJ Selector & Feedback      
FIG T01   Top Mid and Bot Store & XOR with FBs  – Store & XOR Registers in the Data Manipulator    
FIG F02    Sparse/Dense Cipher and Double Max Diffusion MAC Feedback    
FIG F11   Super Tier SuperMIX Feedback   
FIG F11   Super Tier MAC MIX Feedback   
FIG B00   Side by Side Engines- for Simultaneous De/Encryption & Authentication &/or for 64 bit Words  
FIG B11   Parallelizing N ZK-Crypts- Paradigm for N x 32 bit Word Implementations 
OLD F03  S box circuit -(Without the reversed Nibble) 



 

FORTRESS GB LTD   London WC1H 9LG                    3                              PATENTS PENDING 
00 AA ZK-Crypt Algorithmic Spec 090115.doc                                                                23 January 2009                                                                                                    carmi@fortressgb.com 

 

Pointers to relevant to final silicon implementation changes in this document: 
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Summary of January 15, 2009 Revisions: See Figs T06 and H03 in the Appendix, in [zk-ccc]  
 

1) The Binary 56 bit HAIFA Counter has been replaced with a 64 bit proactive counter composed 
of Mersenne LFSRs, an extended 2 bit LFSR, and a 6 bit binary up counter. Every counter bit is 
potentially active (virtually unbiased) at each clock tick. 
 
The pseudo random counter serves as an efficient Krawczyk salt and adds 62 unique active bits to 
each chaining value; e.g., close to 262 unique numbers. [Figure H03 in the Appendix & zk-ccc]. 
 
All bits of the new HAIFA counter are input into the two feedback stores immediately at the rise 
of the Primary Clock- without the potential ripple propagation delays which occur even in fast 
large number binary counters when progressing from a …FFFF to …10000 type sequence.  
 
The number of 2 input NAND gates is halved. See Figure T06 in the Appendix and in [zk-ccc]. 

 
2) A Register Bank Store has been added between the 4 Tier Register Bank Combiner and the 

Data Churn. Fig. T06. 
 
This assures that the Data Churn will receive stable data immediately at the clock tick, 
without receiving a flow of unstable data from the Register Bank as the images from the tiers 
of the "Sanctus Sanctorum" would rain down through the hybrid filters; reducing Data Churn 
current consumption by at least one third.  
 
Propagation delay is estimated to be reduced by close to one half, allowing estimated safe 
clock rates of at least 450 MHz; e.g., a bit rate of more than 28 Gb/sec for a 64 bit CPU. 
 
With 4 ZK-Crypt engines working in tandem, being fed by 64 bit encrypted words, it could 
maintain a sustainable simultaneous decrypt and authenticate rate of 20 Gb/sec; e.g., 
transparent safe booting of encrypted data. 
 

3) To assure maximum (internal) uncorrelated Cipher Mask outputs, we have added the Mask 
Decorrelator Shift buffer and the Cipher Mask Store. The input to the Cipher Mask Store is 
the Output of the Mask Decorrelator buffer and the output of the Intermediate Store & XOR. 
Fig. T06. 

 

Introduction  

ZK-Crypt is a hardware solution for the SHA3 competition. It is designed to work on 32-bit Words, 
digesting a whole word with each clock tick. The design criteria were to design a very small gate 
count device that acts as HASH/MAC and stream cipher device. With an addition of a small unit the 
device can act as a TRNG as well. 

Readers, new to the ZK-Crypt concept should first be familiar with [zk-undst], a thorough explanation 
of the Word Manipulator. Someone, less acquainted with the concepts involved may need the 
A-Z Guide and Glossary [zk-az glos]. System integrators may reference [zk-intrfac]. Interested 
implementers ready to check AIS 31 compliance may request the emulator CDROM [zk-ais]. 
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This document is based on the circuits and design from the ZK-Crypt Dual Track FB 
Circuit & Concept Drawings [zk-ccc]. The circuits and concepts were implemented by the 
ASIC designers, by the cryptanalysts and by the C Simulator programmer; [zk-ccc] may 
give a clearer picture of the HW architecture. We have added an appendix with selected 
figures taken from [zk-ccc].  Figures are denoted [APPENDIX FIG. xxx], where "xxx" is the 
drawing number.  

Queries and suggestions are requested; please contact carmi or avi@fortressgb.com.  

 
A Brief Description of the ZK-Crypt [undr]   

The ZK-Crypt engine is divided in two- the "left side" Random Controller and a "right 
side" Word Manipulator. For HASH lengths of 224, 256 and 324 bits a single engine is 
sufficient. For HASH lengths of 512 or 768 bits dual engines working in parallel are 
needed to satisfy the common security measure of "machine state equal to twice the key". 
Parallel working engines swap their feedback at the end of each clock cycle. Each clock 
tick 32bit word (64 bit if working in parallel) is fed into the engine. After the message 
digestion is done a TAG with the appropriate length is produced. 

The Word Manipulator and the Random Controller are composed of four basic 
components; the Register Bank, the Data Churn and the Result/Feedback Processor in the 
Word Manipulator, and the Random Controller which regulates all operations in the 
Word Manipulator. [APPENDIX FIG. 00BASC]  

A. The Register Bank – A set of 4 tiers of nonlinear feedback registers (pseudo random 
number generators) with rotated images, organized as 3 MAJ function combined tiers 
(Top, Middle and Bottom – TMB) and a more independent randomizing Super Tier (ST); 
all four tiers and images are joined in a linear combiner. The Super Tier accepts the Super 
Tier Feedback; the TMB Tiers each accept the Lower Feedback and the linear combiner 
outputs a 32 bit word into the Data Churn. 

B. The Data Churn - A complex of hybrid (MAX/3XOR) filters, displacement matrices, 
and correlation immunizing combiners operative to receive the output of the Register 
Bank and two rotated streams of Lower Feedback. The Data Churn is a massive diffuser 
of the three inputs; operative to output a Cipher Mask and four internal streams to the 
Result/Feedback Processor. 

C. The Result/Feedback Processor – a dual track orthogonal feedback. Two registers, a 
"Lower Feedback" and a "Super Tier Feedback", are calculated from the current and 
previous message words in combination with intermediate values from the data churn. 
The message word input is displaced between the tracks to ensure maximum affect to any 
minor variation in the input feed. The two orthogonal 32 bit feedback streams are masked 
by (salted by) the proactive 62 bit HAIFA counter consisting of 4 Mersenne prime LFSRs 
and a 6 bit binary up counter.  

D. The Random Controller – consists of three (TMB) Control Units and a Deterministic 
Noise Source driving the Activation, Permutation and Control Encoder. The Random 
Controller receives 10 feedback binary signals from the Register Bank and Data Churn; 
and feeds 14 permutation and clock drivers to the Register Bank and Data Churn. The 
Controller also consists of a 56 bit synchronisation counter. If the engine is to be used as 
a TRNG the noise generator is fed through the controller. 

Consequently, in each clocked cycle, the nonlinear feedback Register Bank output 32 bits 
that enter the Data Churn. Simultaneously, 10 bits from the Register Bank and the Data 
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Churn are fed back to increase unpredictability in the Random Controller and 14 binary 
signals from the latter serve to clock registers and control permutations of the ensuing 
data. The Feedback words are combined in all 4 tiers and in rotated form in 2 stages in 
the Data Churn. 
 
Vital Statistics 
The ZK-Crypt Size 
Full implementation includes an FSM, (not included in the algorithm) which allows simple or 
direct memory access activation– the ZK-Crypt engine has over 400 flip-flops, almost all of 
which are used in all functions. The ZK-Crypt has a total count of about 9500 two input 
NAND equivalent gates. 
Pipe Lined Throughput at Standard Single Step Operations 
One 32 bit word on every clock (machine cycle) typically- 3.2 GBits/Sec at 100 MHz.  
A good estimate for DMA twinned ZK-Crypts  @ 250 MHZ is sustained 16 Gbits/sec. 
 
Binary State Variables/ Flip Flops 
554 (320 previously) bit memory flip-flops are used. 32 bits in the Message Word, 64 bits in 
the Hybrid HAIFA Counter, 62 are in the Random controller and in each cycle 10 discrete 
binary variables are sent in. The 32 Bit Data Manipulator in Stream Cipher Mode uses 416 
flip-flops, and receives 14 uncorrelated permutation signals from the Random Controller. 
 

Algorithmic Description  

The Non-Linear Feedback Registers (nLFSRs)    [REF FIGS. R01-R11] 

ZK-Crypt contains four Tiers of nonlinear feedback registers each of 32 bits. They are 
composed of two registers each. We denote the four tiers by R1, R2, R3, and ST and the 
two sub-registers composing Ri by Ri,1 and Ri,2 (or respectively by ST1 and ST2) where 
Ri,1 compose the most significant bits of Ri and Ri,2 contains the least significant bits of 
Ri;  i.e., Ri = Ri,1||Ri,2. The sub-registers are non-linear feedback shift registers, nLFSRs. 
 
We first note that the clocking mechanism clocks two or three of the tiers Ri in each 
cycle. When a tier is clocked, its two registers are clocked. The ST register is clocked at 
each cycle, whereas lower tiered TOP, MID and BOT tier, respectively aka R1, R2, and 
R3 are guided by random sequences. 

All the six registers R1,1, R1,2, R2,1, R2,2, R3,1, R3,2, are updated in the following 
manner (when they are updated): 

The following bit is computed: bit=MSB(Ri,j) XOR Slip, where MSB(Ri,j) is the most 
significant bit of the register Ri,j, Slip is one of two clock controlling bits (LeftSlip or 
RightSlip). The sub-register is (right) shifted towards the most significant bit, and the 
calculated bit enters the least significant bit and is XORed into each of the feedback 
tapped sub-register (nLFSR) cells. Let newRi,j be the new value of Ri,j after the clocking 
and oldRi,j be the value of the register before the clocking, then: 

bit=MSB(oldRi,j) XOR Slip  
newRi,j[0] = bit; 
if (t) is a feedback tap: newRi,j[t+1] = oldRi,j [t] XOR bit 
else    newRi,j[t+1] = oldRi,j[t] 
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When register Ri is updated it is also XORed with the feedback register, i.e., Ri = Ri XOR 
LFBR, where FBR is the Lower Feedback Register. We emphasize the fact that if Ri is 
not clocked, it is not affected by the feedback register. 

The all-zero state is a legitimate state of the nLFSR. We note that due to the feedback 
operation, a sub-register can never be "stuck" on an all zero value. Consequently, the all 
zero sub-register value is valid in the total sequence, which typically, is not the case in 
conventional LFSRs. (If n = the number of nLFSR cells, then the number of stages of the 
nLFSR with feedback is now 2n as opposed to the conventional LFSR 2n-1). 

The attributes of the TMB Tiers of nLFSRs are listed in the following table. The TMB 
nLFSRs are each randomly clocked, and their feedbacks are delinearized with Slip 
signals. The unique number of cells, and the tap configuration for each Ri,j, are listed.  

 

Register Length 
(# of Cells) 

Feedback Taps Slip 
(Left/Right) 

Clock Bit 

R1,1 13 2,3,5,8,9 Left Top clock 

R1,2 19 1,4,6,7,8,9,11,14,16 Right Top clock 

R2,1 18 2,4,6,7,10,11,12,13,15 Left Middle clock 

R2,2 14 1,4,5,8,10 Right Middle clock 

R3,1 15 0,1,5,6,10 Left Bottom clock 

R3,2 17 1,4,7,9,10,12,13 Right Bottom clock 
The Super Tier is regularly clocked by the Primary Clock, and is not affected by 
non-linear Slip signals from the Random Controller (which aberrate good statistics). The 
parameters of the Super-Tier, ST, are as follows: 
Register Length Feedback Taps 

ST1 16 0,2,5,6,10,11,12 

ST2 16 5,8,11 
 
The super-tier is always clocked, in a similar update rule: 
bit= STi[15]  
newSTi[0] = bit 
if (t) is a feedback tap: newSTi[t+1] = oldSTi[t] XOR bit 
else newSTi[t+1] = oldSTi[t] 

The super tier is XORed with the STFBR, a feedback register especially computed for the 
super tier, on every clock cycle. 
ST = ST XOR STFBR 

After the clocking of all the registers (as described earlier), the following function is 
computed (note that the ST is always XORed with its rotated image). 
if (TOP BROWN) 

x1 = R1 XOR (R1<<<1) 
else 

x1 = R1 
if (MID BROWN) 

x2 = R2 XOR (R2<<<3) 
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else 
x2 = R2 

if (BOT BROWN) 
x3 = R3 XOR (R3<<<5) 

else 
x3 = R3 

 
z = MAJ(x  ,x2 ,x3) 
 

Where Top Brown, Mid Brown and Bot Brown are control bits from the Permutation-
Encoder. 
The combined result is saved in the "Register Bank Store" a 32 bit register. While the 
output from the Register Bank is the Bank Store from the previous cycle. 

Combiner Output = (z XOR (z>>>5) XOR ST XOR (ST<<<7)) 
Register Bank Store = Previous Combiner Output 

 

8 bits from the Register Bank are used as feedback in the control unit. They are all taken 
from the Combiner Output. The bit numbers are 6, 7, 8, 9, 22, 23, 24, 25, and they are 
marked as CO6, CO7 and so on. 

Register Initialization 

At initialization , the tiers are set to zero with the most significant bits of each register set 
to one. This gives the following value to each tier: 
 Top tier          = 0x80001000 
 Mid tier          = 0x80020000 
 Bottom tier          = 0x80004000 

Super tier                 = 0x80008000 
Register Bank Store = 0x00000000 

 

The Data Churn – Hybrid Filters, Displacement Matrices, and Store & XOR   

The Bottom Store & XOR Immunizer[FIGURES IN THE APPENDIX ] 

The Data Churn has eight main modules: 

1. The Top Store & XOR Correlation Immunizer; 

2. A first 4 Rule Displacement Permutation Matrix (aka the Top Splash Matrix); 

3. The Top 2 of 3 Majority Gate/3XOR Filter (aka the Top Hybrid MAJ/3XOR Filter); 

4. The Middle Store & XOR Correlation Immunizer; 

5. A second 4 Rule Displacement Permutation (aka the Bottom Splash Matrix); 

6. The Bottom 2 of 3 Majority Gate/3XOR Filter (aka the Bot Hybrid MAJ/3XOR Filter);  

7. The Bottom Store & XOR Correlation Immunizer (the output is the Cipher Mask); and, 

8. The Mask Decorrelator shift buffer; 
Outputting to the Result/Feedback Processor. The output of the Mask Decorrelator is 
also the output of the stream cipher (the Cipher Mask). 

Store & XOR  
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A Store & XOR component stores the previous saved values, and outputs the stored value 
XOR a new input value. Stated differently, let Store & XOR have a memory register X 
containing the input of the previous clock cycle, then: 
Store & XOR (input Y) { 

register X (from previous cycle) 
output X XOR Y 
X <- Y    } 

The Top Store & XOR accepts the output of the Register Bank's output combiner XORed 
with the LFBR feedback word right rotated 13 bits. The Intermediate Store & XOR 
accepts the output of the MAJ/3XOR Hybrid Filter with the LFBR feedback word rotated 
7 bits to the left. 

Splash Matrices    [APPENDIX FIG. 17TSM, 18SSEL & ZK-CCC]  

A Splash Matrix is a displacement mechanism, designed principally to decorrelate near 
neighbour inputs into the Hybrid MAJ/3XOR filter. This displacement is considered 
immune to second order side channel attacks, because of its non-linearity and because of 
its size. A Splash Selector in the Random Controller chooses one of the four displacement 
rules, each defining a unique displacement of each input bit to the Splash Matrix. Bit 
combinations from the Random Controller, and data bits from the output of the Top 
Splash Matrix together logically define which displacement vector, A, B, C or D is 
chosen. See the following table. For legacy software based applications the Splash 
Matrices may be locked on Vector D (the "straight through" state). 

 

Vector\Input 
             \Bit 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

A 9 18 5 11 22 12 30 19 7 15 31 25 28 24 6 3 

B 30 15 6 12 25 18 16 9 19 7 3 31 0 29 27 21 

C 19 7 14 29 3 27 0 13 25 16 15 30 20 1 26 31 

D 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

 

Vector\Input 
            \Bit 

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

A 17 13 27 23 1 2 26 21 4 20 8 16 0 14 10 29 

B 14 28 24 17 23 5 10 2 11 22 13 26 20 8 4 1 

C 8 6 2 4 9 18 12 10 21 11 22 5 24 23 28 17 

D 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 

 
2 of 3Majority/3XOR Hybrid Filter    [APPENDIX & zk-ccc FIG T01 & T05] 

The 32 bit MAJ/3XOR component accepts four bits from the clocking mechanism along 
with the 32 bits that exit the Splash matrix. Each two consecutive bits enter a majority 
function along with one of the four bits from the clocking mechanism. The 32 bit output 
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majorities are XORed twice – with the input right shifted by one bit and with the input 
right shift by two bits. 

MAJ/3XOR Hybrid filter (input X, four bits TOP,MIDDLE,BOTTOM,FOURTH) { 
A = X & 0x11111111 
B = X & 0x22222222 
C = X & 0x44444444 
D = X & 0x88888888 
if (TOP) Topmask = 0x11111111, else Topmask = 0 
if (MIDDLE) Middlemask = 0x22222222, else Middlemask = 0 
if (BOTTOM) Bottommask = 0x44444444, else Bottommask = 0 
if (FOURTH) Fourthmask = 0x88888888, else Fourthmask = 0 
Z = MAJ(A, D<<<1,Topmask) | MAJ(B,A<<<1,Middlemask) | 
          MAJ(C,B<<<1,Bottommask) | MAJ(D,C<<<1,Fourthmask) 
output Z XOR (X>>>1 ) XOR (X >>> 2)   
} 

The clocks for the second (bottom) MAJ/3XOR Filter are shifted by one bit with respect 
to their place in the first (top) Majority-with-Double-XOR. This ensures that both splash 
matrices would not use the same displacement vector. 

 
Mask Decorrelator [Fig. T06] 

The Mask Decorelator shift buffer is a 32bit register that accepts the output from the 
bottom Store & XOR and XORs it with output from the Intermediate Store & XOR. The 
output from the previous buffer is the Cipher Mask. 

CipherMask = Previous MaskDecorrelator 
MaskDecorrelator = (BOT ST&X) XOR (INT ST&X) 
 

The Lower and Super Tier Feedback Stores  

There are two feedback stores the LFBR, Lower Feedback– affecting the TMB tiers and 
the Data Churn, and the STFBR – which affects the Super Tier only. 
Both feedback stores are affected by the synchronisation counter. This 56 bit counter is 
used to synchronise frames and counts input messages (i.e. every 32 bit Word that is sent 
into the ZK-engine). It is used to help protected against message extension attacks as each 
new input message will change this counter [Haifa].  
If the system is part of a parallel Engine the LFBR is swapped between the two engines 
after it is calculated, this ensures that 32 bits are transferred between the systems every 
cycle. 
If the system is used as a stream cipher the Feedback Stores are not be affected by the 
input message and the LFBR is calculated to create a sparse feedback (an average of 4 
ones and 28 zeros).  
 
"HAIFA" Counter [ZK-CCC – H03A- also in the Appendix] 
The new HAIFA counter is a 64 bit concatenation of 5 relatively prime output LFSRs and 
a 6 bit binary up counter. The counter outputs are dispersed and XORed into the Super 
Tier Feedback Store and the Lower Feedback store, respectively. The Global (Re)set sets 
all LFSRs to all '1's, and the 6 bit  up counter to all zeroes.  
 
The Super Tier Feedback dispersion of the HAIFA Counter is a concatenation of (MS to LS) : 
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a) a 17 celled Mersenne Prime One to Many LFSR with taps 1 3 5 7 10 16; 
b) a 2 celled extended length LFSR- with balanced output � 11�  01�  00� 10 � ; and, 
c) a 13 celled Mersenne Prime One to Many LFSR with taps 3 4 6 8 9 12.  
 
The Lower Feedback dispersion of the HAIFA Counter is a concatenation of (MS to LS) : 
d) a 7 celled Mersenne Prime One to Many LFSR with taps 1 2 3 6; 
e) a 19 celled Mersenne Prime One to Many LFSR with taps 2 6 8 9 11 18; and 
f) a 6 bit Binary Up Counter. 
 
As LFSR counters a to f are relatively prime, the output is composed of almost 262 unique 
count numbers; only the all zero stage of each of the LFSRs never appears.   
 
The update rule for each Mersenne Prime One to Many LFSR is: 
bit= Ti[max] – the top most bit 
newTi[0] = bit 
if (t) is a feedback tap: newTi[t+1] = oldTi[t] XOR bit 
else newTi[t+1] = oldTi[t] 

 
Lower Feedback Store   [APPENDIX FIG H03 & ZK-CCC H03]  

ResultStore = MessageIn XOR BSX 

Feedback Register (input prevResultStore, PresMessageIn, BSX) 
{ 

temp = PresMessageIn XOR BSX 
temp2 =  temp XOR prevResultStore 
output temp2 
} 

where the BSX output is the output of the last Store & XOR, prevResultStore is the 
previous (last cycles) result store and PresMessageIn is the current message word. The 
ResultStore is kept between cycles. 

Super Tier Feedback Store  

The STFBR saves a permutated dense feedback to be output on the next cycle. The 
feedback uses the state of some data churn variables, the HAIFA Counter and the input 
data XORed with the mask. The data from the data churn is passed through an S box and 
its result permutated and rotated to reduce its correlation to the mask. 

Super Tier Feedback 

ST_SuperMix (input TSX, TSF) 
{ 
temp = TSX XOR TSF 
temp2 = Serpent S Box(temp) 
temp3 = NibblePermutation (temp2) 
temp4 =(temp3 >>> 8)  
output temp4 
} 

where TSX is the output of the Top Store & XOR unit, TSF is the output of the first 
Majority-with-Double-XOR unit. "Serpent S Box" - each nibble in order is passed 
through the Bijective S Box as presented in the Serpent cipher. The "NibblePermutation " 
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swaps over each individual nibble, reversing the order of the bits e.g. bit 0 becomes 3; 1 
to 2; 2 to 1; 3 to 0; 4 to 7 and so on. The whole swapped buffer is then rotated Right 8 
bits. 

"Serpent S Box" – Each nibble (from least significant to most) is passed through the 
Serpents Bijective S Box. So tempi = Si(Nibi) 
The S Boxes are described by the following table: 
{ 3, 8,15, 1,10, 6, 5,11,14,13, 4, 2, 7, 0, 9,12 },/* S0: */ 
{15,12, 2, 7, 9, 0, 5,10, 1,11,14, 8, 6,13, 3, 4 },/* S1: */ 
{ 8, 6, 7, 9, 3,12,10,15,13, 1,14, 4, 0,11, 5, 2 },/* S2: */ 
{ 0,15,11, 8,12, 9, 6, 3,13, 1, 2, 4,10, 7, 5,14 },/* S3: */ 
{ 1,15, 8, 3,12, 0,11, 6, 2, 5, 4,10, 9,14, 7,13 },/* S4: */ 
{15, 5, 2,11, 4,10, 9,12, 0, 3,14, 8,13, 6, 7, 1 },/* S5: */ 
{ 7, 2,12, 5, 8, 4, 6,11,14, 9, 1,15,13, 3,10, 0 },/* S6: */ 
{ 1,13,15, 0,14, 8, 2,11, 7, 4,12,10, 9, 3, 5, 6 } /* S7: */ 

 

ST_Feedback Register (input BSX, PresMessageIn, ST_SuperMix) 
{ 
temp = PresMessageIn XOR BSX 
temp2 = NibblePermutation (temp) 
temp3 = temp2 XOR ST_SuperMix 
temp4 = temp3 XOR STHaifa 
output temp4 
} 
where the BSX is the Message Mask and ST_Feedback Store is the same value received 
in the operation above. 

Register Initialization  

At intialization,  the memories of the Store & XOR units, MaskDecorrelator, CipherMask 
and Feedback Stores are initialized to 0. 
The Haifa Counter LFSRs are set to all 1 value, and the 6 bit up counter to all zeroes.  
 

The Random Controller - Clocking Mechanism 

The clocking mechanism has three modules: 

1. the Permutation Clocking Mechanism (the Deterministic Noise Source); 

2. the Register clocking control unit and Permutation Encoder module; and 

3. the Splash Matrix Selector.  

 

Permutation Clocking Mechanism –Deterministic Noise Source[APPENDIX FIGS N04 & N05] 

The clocking unit contains two non-linear feedback registers and a clock-encoder unit. 
The first register has 9 bits and the second has 2 bits. We denote these two registers by 
ClockRegister1 and ClockRegister2, respectively. 

ClockRegister1 has the following feedback behaviour: 
FBbit = ClockRegister1[8] XOR NFIX(ClockRegister1) XOR RandomClockSLIP 
ClockRegister1[0] = FBbit; 
if (t+1) is in {2,4,5,7,8}: ClockRegister1[t+1] = ClockRegister1[t] XOR FBbit 
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else       ClockRegister1[t+1] = ClockRegister1[t] 
 
where NFIX(ClockRegister1)=1 if all 8 least significant bits of ClockRegister1 are 0. 
RandomClocksSLIP is determined by the Permutation Encoder module. 

ClockRegister2 has 2 bits that behave in the following manner: 
Let FBbit = NOT (ClockRegister1[0] OR ClockRegister1[1] NOR ClockRegister1[2]) 
The first bit - ClockRegister2[0] =  
FBbit OR (ClockRegister2[0] NAND  ClockRegister2[1]) 
The second bit - ClockRegister2[1] = ClockRegister2[0] 
 
The most significant bit of ClockRegister2 along with all ClockRegister1 are sent to the 
clock encoder unit. 

ClockRegister1 is initialized in the following manner: 
ClockRegister1[0]=ClockRegister1[2]=ClockRegister1[8]=1 
ClockRegister1[1]=ClockRegister1[3]= ClockRegister1[4..7]=0 

ClockRegister2 is initialized to "11" (binary representation). 

 

The clock-encoder unit accepts the 10 bits from the registers and outputs the following 
four values: The (P)Random clock; the Juggle Toggle bit for the Splash Matrix selector 
and to mask the output bits of MC1, MC2 and MC3.; the FOURTH bit (that affects the 
output of the splash matrix unit); and the DAS bit which toggles Left and Right slip bits. 
The encoder has 9 memory cells (flip-flops) marked from F0 to F8 which are activated on 
each clock cycle. 

The computation is as follows: 
F3 = ClockRegister1[1] XOR ClockRegister1[5] XOR ClockRegister1[7] 
F4 = ClockRegister1[2] XOR ClockRegister1[4] XOR ClockRegister1[8] 
F5 = ClockRegister1[0] XOR ClockRegister1[3] XOR ClockRegister1[6] 
F0= ClockRegister2[1] OR F4 OR F5  
 
Outputs:  

Current Compensator1= F0 
Current Compensator2= F0 delayed one clock cycle. 

 
Current Compensator1 is used to govern the activation of the tiers. 
Current Compensator2 activate 'digital noise' to draw current when, as the result of 
missed pulses in the (P)Random clock, not all 3 tiers are activated. 

P(Random) Clock = F0 delayed one clock cycle activated through F1 and F2. 
 

(P)Random Clock is a positive edge clock signal which is delayed one system clock 
cycle. F1 and F2 generate a clock signal, synchronized to the system clock, whenever a 
binary one resides on its input during the rising edge of the system clock. F0 precedes F1, 
operative to delay the signal by one output cycle. 

 
The following outputs use the QTA binary output from the Register-Clocking Control 
Unit, R1 and in each case use their previous value in the next cycle (XOR and Store). 
 

Next State (Juggle Toggle) = F6 = QTA XOR F5 XOR F3 XOR oldF6 
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Fourthmask = F7 = QTA XOR F5 XOR F4 XOR oldF7 
DAS = F8 = QTA XOR F3 XOR F4 XOR oldF8 

The output values are used only in the next clock cycle. 

At initialization  cell F0 is set to 1 and all other F1->F8 are set to 0. 

 

Register Clocking Control Units  [ZK-CCC FIGS P02-P04] 

There are three register clock Control Units, which relate, via the permutation controller 
[APPENDIX FIG P07 & ZK-CCC-P07] to each of the three nonlinear registers. Each unit is 
composed of two components: A counter and a nonlinear feedback shift register. We 
describe the mechanism that controls R1, and note the differences between it and later 
explain the mechanisms that control R2 and R3. 

The mechanism that controls R1 [APPENDIX FIG P02] is composed of a 4-bit up-counter 
Counter1, a 3-bit nonlinear feedback register TCnLSFR, and 1-bit memory cell MC1. 
Each cycle, the counter is incremented by 1. Whenever the counter reaches 15, a slip 
signal is generated, and the following values are loaded into the counter: 

Counter1 [0] = CO[8] XOR TCnLSFR[0] 
Counter1 [1] = CO[22] XOR TCnLSFR[0] XOR TCnLSFR[1] 
Counter1 [2] =0 
Counter1 [3] = CO[6] XOR TCnLSFR[1] XOR CompMC1  

XOR JuggleToggle 
Counter1 [0] is also called QTA and used to debias signals in the clock encoder.  

At count 15, the output of MC1 recalculated MC1 = NOT(oldMC1) XOR Fourthmask 
(from the clock-encoder) 

The TCnLSFR register is a linear feedback shift register with two twists: It cannot enter 
the all zero state (as then the bit that enters the least significant bit is XORed with 1) and 
the feedback is XORed with the AND of the Right Middle-Tier FB and Counter1 [0]. 
The LFSR feedback bit is: 

FBbit=oldTCnLSFR[2] XOR oldTCnLSFR[0] XOR oldNFIX3 XOR (CO[24] 
AND oldCounter1 [0]) 

(NFIX3 outputs 1 only when all bits of the register save the MSB are 0).  
And the register is shifted into the new stage  
newTCnLSFR[0] = FBbit; 
For t=1,2: newTCnLSFR[t+1] = oldTCnLSFR[t] 

The clock control unit of R1 outputs the following bit: 
TOP BRN=TCnLSFR[0] XOR TCnLSFR[1] XOR TCnLSFR[2] 

At count 15 a SLIP signal is generated, the XOR of the DAS bit and TCnLSFR[2] 
randomly selects a left slip (when the XOR is 1) or a right slip (when the XOR is 0). 
As mentioned, the polarity of MC1 is reversed (complemented) at every count 15. 

The mechanisms that relate to R2 and R3 have similar structure, where MCnLSFR has 
five bits and BCnLSFR has six bits (in both cases there is a 4-bit counter and a memory 
cell).  

For the component that controls R2 the following update rules are used: 
In case of a slip: 
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Counter2 [0] =CO[23] XOR CO[7] XOR MCnLSFR[0] 
Counter2 [1] =CO[7] XOR MCnLSFR[0] XOR MCnLSFR[1] 
Counter2 [2] =0 
Counter2 [3] =MCnLSFR[2] XOR MCnLSFR[3] XOR compMC2 XOR JuggleToggle 

In each cycle: 
FBbit=oldMCnLSFR[4] XOR oldMCnLSFR[1] XOR (oldMCnLSFR)  XOR 

(CO[23] AND Counter2[0]) 
newMCnLSFR[0] = FBbit; 
For t=1,..,4: newTCnLSFR[t+1] = oldTCnLSFR[t] 

MID BRN=MCnLSFR[0] XOR MCnLSFR[1] XOR MCnLSFR[2] 
 

For the component that controls R3 the following update rules are used: 
In case of a slip: 
Counter3 [0] =CO[25] XOR CO[9] XOR BCnLSFR[0] 
Counter3 [1] =CO[25] XOR BCnLSFR[0] XOR BCnLSFR[1] 
Counter3 [2] =0 
Counter3 [3] =BCnLSFR[3] XOR BCnLSFR[4] XOR compMC3 XOR JuggleToggle 

In each cycle: 
FBbit=oldBCnLSFR[5] XOR oldBCnLSFR[0] XOR NFIX(oldBCnLSFR) XOR 

(CO[25] AND Counter3 [0]) 
newBCnLSFR[0] = FBbit; 
For t=0,..,3: newBCnLSFR[t+1] = oldBCnLSFR[t] 

BOT BRN=BCnLSFR[0] XOR BCnLSFR[1] XOR BCnLSFR[2] 
 

We note that MC1 is in the TOP control unit MC2 is in the MIDDLE, and MC3 is in the 
BOTTOM control unit, and is used to configure permutations in the encoder of 
[APPENDIX FIG. P08]. All three are updated on a count of 15 with a similar function: MCn 
= NOT(oldMCn) XOR Fourthmask (from the clock-encoder) 

 

The three xCnLFSR Clock registers as well as the three MC counters are initialized to 0. 
The 3 counters are given initial values: 
 Top Counter:  TA=TB=TC=1;  TD=0; 
 Mid Counter:   MA=MB=MD=1; MB=0; 
 Bottom Counter: BA=BB=BD=1; BC=0; 

 

The Permutation Encoder 

The permutation encoder collects the results from the clocking mechanism to determine 
the value of the control bits of the: EVNN (Top, Mid, Bot), Tier Clock (Top, Mid, Bot), 
Brown (Top, Mid, Bot) and Slip (Left, Right, (P)Random). The encoder includes a 
Johnson Counter 3 bits long (of which only a single bit is ON at any moment) driven by 
the (P)Random clock. 

The TOP BRN, MID BRN, and BOT BRN along with the three MC bits determine the 
clocking of the registers and the value of TOP EVNN, MIDDLE EVNN, and BOTTOM 
EVNN (operative in the Top and Bottom Splash Matrix units). 
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Let bit_inv_brwn=NOT (TOP BRN XOR MID BRN XOR BOT BRN XOR 
CurrentCompensator1 ), then: 
(bit Inverse Brownian) 
Top EVNN = MC1 XOR bit_inv_brwn 
Middle EVNN  = MC2 XOR bit_inv_brwn  
Bottom EVNN = MC3 XOR bit_inv_brwn  

The three MC bits and the Johnson counter also affect which of the registers is NOT 
clocked (outputs Y1 to Y3) according to the following select mechanism: 
Y1 = (JC0 AND (NOT (MC1 OR MC3))) OR (JC2 AND (MC2 OR MC3)) 
Y2 = (JC1 AND (NOT (MC1 OR MC2))) OR (JC0 AND (MC1 OR MC3)) 
Y3 = (JC2 AND (NOT (MC2 OR MC3))) OR (JC1 AND (MC1 OR MC2)) 
These are summarised in the following table: 

MC bits Johnson Counter Result 

MC1 MC2 MC3 JC0 JC1 JC2 Y1 Y2 Y3 

0 0 0 1 0 0 1 0 0 

0 0 0 0 1 0 0 1 0 

0 0 0 0 0 1 0 0 1 

0 0 1 1 0 0 0 1 0 

0 0 1 0 1 0 0 1 0 

0 0 1 0 0 1 1 0 0 

0 1 0 1 0 0 1 0 0 

0 1 0 0 1 0 0 0 1 

0 1 0 0 0 1 1 0 0 

0 1 1 1 0 0 0 1 0 

0 1 1 0 1 0 0 0 1 

0 1 1 0 0 1 1 0 0 

1 0 0 1 0 0 0 1 0 

1 0 0 0 1 0 0 0 1 

1 0 0 0 0 1 0 0 1 

1 0 1 1 0 0 0 1 0 

1 0 1 0 1 0 0 0 1 

1 0 1 0 0 1 1 0 0 

1 1 0 1 0 0 0 1 0 

1 1 0 0 1 0 0 0 1 

1 1 0 0 0 1 1 0 0 

1 1 1 1 0 0 0 1 0 

1 1 1 0 1 0 0 0 1 

1 1 1 0 0 1 1 0 0 

         

 

The following TMB Tier clock values are computed: 
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Top Clock= NOT (Y2 AND bit_inv_brwn AND CurrentCompensator1) 
Middle Clock = NOT (Y3 AND bit_inv_brwn AND CurrentCompensator1) 
Bottom Clock = NOT (Y1 AND bit_inv_brwn AND CurrentCompensator1) 

 
The Brownian controlling bits are also determined by the clocking mechanism as follows: 
NCUR=NOT (CurrentCompensator1) 
T2=TOP BRN OR Y1 OR  NCUR 
M2=MID BRN OR Y2 OR  NCUR 
B2=BOT BRN OR Y3 OR  NCUR 
SENSE3 =T2 AND M2 AND B2 
Mid BROWN  = M2 XOR (SENSE3 AND Y1) 
Bot BROWN = B2 XOR (SENSE3 AND Y2) 
Top BROWN = T2 XOR (SENSE3 AND Y3) 

 
The Slip to the Left and Right nLFSRs (Rx,1 and Rx,): 
Left Slip = (Top Left Slip) OR (Mid Left Slip) OR (Bot Left Slip) 
Right Slip = (Top Right Slip) OR (Mid Right Slip) OR (Bot Right Slip) 

 
The last control bit is the RandomClockSLIP bit that is equal to: 
RandomClockSLIP  = LeftSLIP if bit_inv_brwn = 1 
= RightSLIP if bit_inv_brwn =0 

All the results (Top EVNN, Middle EVNN, Bottom EVNN, Top Clock, Middle Clock, 
Bottom Clock, Mid BROWN, Bot BROWN, Top BROWN, Left Slip, Right Slip, 
RandomClockSLIP) from the Permutation encoder are delayed by one clock signal to 
match the (P)random clock pulse. 
 
Splash Matrix Vector Rule Selector   [APPENDIX FIG P06] 

This unit is found in one of four states: choose permutation A, B, C, or D. 

We denote the four states by A, B, C, and D, respectively. In each cycle, the state changes 
according to the value of the two bits of the clocking unit. Table 3 gives the states, and to 
which state they change according to the bits in the clocking unit:  

Let these two bits be SPFF1 and SPFF2. The two bits are updated according to 

SFF1 = prev SFF2 XOR TSPL[15], 

SFF2 = prev SFF1 XOR TSPL[31] XOR JuggleToggle 
 
where TSPL is the output of the Top Splash matrix. The sequence is easily understood 
from the following Table 3. 

Pre-state Post-State Vector Selection 

SPFF1 SPFF2 TSPL[15] TSPL[31] 
XOR Juggle 

SFF1 SFF2 Top 
SPLASH 

Bottom 
SPLASH 

0 0 0 0 0 0 D A 

0 0 0 1 0 1 B C 

0 0 1 0 1 0 C D 

0 0 1 1 1 1 A B 
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Pre-state Post-State Vector Selection 

SPFF1 SPFF2 TSPL[15] TSPL[31] 
XOR Juggle 

SFF1 SFF2 Top 
SPLASH 

Bottom 
SPLASH 

0 1 0 0 1 0 C D 

0 1 0 1 1 1 A B 

0 1 1 0 0 0 D A 

0 1 1 1 0 1 B C 

1 0 0 0 0 1 B C 

1 0 0 1 0 0 D A 

1 0 1 0 1 1 A B 

1 0 1 1 1 0 C D 

1 1 0 0 1 1 A B 

1 1 0 1 1 0 C D 

1 1 1 0 0 1 B C 

1 1 1 1 0 0 D A 

 

The initial state is set to 0 (both bits = 0). The state chooses the entry of the Top Splash 
matrix, while in the Bottom Splash matrix as is seen in the table, A�  B, B� C, C� D, 
and D� A, i.e., when A Vector of the Top Splash Matrix is selected, simultaneously the 
B Vector of the Bottom Splash Vector is chosen.  

IV/Key Initialization:    [APPENDIX & ZK-CCC FIG. B07]  

The ZK-Engine is set up to it initial conditions through a mechanism of KEY and IV 
loading. This is done to facilitate the use of the same system for HASH (known keys) 
MAC (secret keys) and stream cipher engine. The key and IV are loaded through the 
word input mechanism as "plaintext" while the system is set MAC feedback mode (for 
full saturated feedback). 

Initialization   
 
On global reset the various registers of the ZK engine are set up to the following values. 
The values have been chosen for use in cipher or MAC modes. They make sure that even 
'week' keys cause the system to wake up as quickly as possible. In HASH mode there is 
no direct significance as the 'key' values are pre-chosen.  
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Clock Bit Fixed Initialization 
0 TCnLSFR 
0xE Counter1 
0 MCnLSFR 
0xD Counter2 
0 BCnLSFR 
0xB Counter3 
0 MC1 

MC2 
MC3 

0 SFF1 

0 SFF2 

1 ClockRegister1[0] 
ClockRegister1[2] 
ClockRegister1[8] 

0 ClockRegister1[1] 
ClockRegister1[3..7] 

11 ClockRegister2 
1 JohnsonCounter[0] 
0 JohnsonCounter[1] 

JohnsonCounter[2] 
Tier Fixed Initialization 

Super Tier 0x80008000 
Top Tier 0x80001000 
Mid Tier 0x80020000 
Bottom Tier 0x80004000 
 
 

Fixed Hash Keys 
 

In HASH mode 10 or 20 WORDS of 32 bits are loaded as message words, then the 
system is clocked 8 times with input set to zero and its output is not read. The ZK-Crypt 
engine is initialized for HASH creating. Each HASH length has its own set of initial keys 
to ensure different initial conditions. The values are taken from the set of SHA-256 
constants. 
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HASH length Number of Keys Key values – in order of feeding in 

224 10 0X428A2F98 

0XD807AA98 

0XE49B69C1 

0X983E5152 

0X27B70A85 

0XA2BFE8A1 

0X19A4C116 

0X748F82EE 

0X71374491 

0X12835B01 

256 10 0XEFBE4786 

0XA831C66D 

0X2E1B2138 

0XA81A664B 

0X1E376C08 

0X78A5636F 

0XB5C0FBCF 

0X243185BE 

0X0FC19DC6 

0XB00327C8 

384 10 0X4D2C6DFC 

0XC24B8B70 

0X2748774C 

0X84C87814 

0XE9B5DBA5 

0X550C7DC3 

0X240CA1CC 

0XBF597FC7 

0X53380D13 

0XC76C51A3 

Engine 1 - 0X34B0BCB5 

0X8CC70208 

0X3956C25B 

0X72BE5D74 

0X2DE92C6F 

0XC6E00BF3 

0X650A7354 

0XD192E819 

0X391C0CB3 

0X90BEFFFA 

512 20 

Engine 2 - 0XAB1C5ED5 

0XC19BF174 

0X5CB0A9DC 

0X06CA6351 

0X14292967 

0X81C2C92E 

0X92722C85 

0XF40E3585 

0X106AA070 

0X5B9CCA4F 

Engine 1 - 0X59F111F1 

0X80DEB1FE 

0X4A7484AA 

0X76F988DA 

0X766A0ABB 

0XD6990624 

0X4ED8AA4A 

0XA4506CEB 

0X923F82A4 

0X9BDC06A7 

768 20 

Engine 2 - 0X682E6FF3 

0XBEF9A3F7 

0XC67178F2 

0X72BE5D74 

0X2DE92C6F 

0XC6E00BF3 

0X650A7354 

0XD192E819 

0X391C0CB3 

0X90BEFFFA 

 



 

FORTRESS GB LTD   London WC1H 9LG                    20                              PATENTS PENDING 
00 AA ZK-Crypt Algorithmic Spec 090115.doc                                                                23 January 2009                                                                                                    carmi@fortressgb.com 

 

HASH Creation:   [APPENDIX & zk-ccc FIG. B06]  

The process of creating a HASH is as follows: 

A. Initialization: The engine is set to its fixed initial state; Key length is chosen 
and the fixed keys are loaded; the engine is run 8 times with plaintext set to 0 
and output set to none. 

B. Data Digest: plaintext is read in full chunks of 32 or 64 bits, while the engine 
is in full MAC FB mode and output is set to none. The size of the chunks is 
determined by the key length chosen (32 bits for keys 224, 256, 384; 64 bits 
for key lengths 512, 768). 

C. The last chunk is padded with zeros till its end. 

D. The length of the message in bits is added as the last two 32-bit words. The 
MSB of the length as the first Word then the LSB. 

E. Interhash Digest: ZK-Crypt is run 16 cycles while the input word is set to 0, 
again in full MAC feedback mode, without producing output. 

F. TAG generation: Output is turned on and the engine is run, in full MAC 
feedback mode with the input word set to 0. The machine is cycled to produce 
the Tag words –  

Key Length 32 bit Tag cycles 64 bit Tag cycles 

224 7  

256 8  

384 12  

512  8 

768  12 
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APPENDIX FIG  F11 
The input to the SuperMIX Filter is the Serpent Bij ective S Box. 
 
S0[16] = { 3,  8, 15,  1, 10,  6,  5, 11, 14, 13,  4,  2,  7,  0,  9, 12};  
S1[16] = {15, 12,  2,  7,  9,  0,  5, 10,  1, 11, 1 4,  8,  6, 13,  3,  4};  
S2[16] = { 8,  6,  7,  9,  3, 12, 10, 15, 13,  1, 1 4,  4,  0, 11,  5,  2};  
S3[16] = { 0, 15, 11,  8, 12,  9,  6,  3, 13,  1,  2,  4, 10,  7,  5, 14};  
S4[16] = { 1, 15,  8,  3, 12,  0, 11,  6,  2,  5,  4, 10,  9, 14,  7, 13};  
S5[16] = {15,  5,  2, 11,  4, 10,  9, 12,  0,  3, 1 4,  8, 13,  6,  7,  1};  
S6[16] = { 7,  2, 12,  5,  8,  4,  6, 11, 14,  9,  1, 15, 13,  3, 10,  0};  
S7[16] = { 1, 13, 15,  0, 14,  8,  2, 11,  7,  4, 1 2, 10,  9,  3,  5,  6}.  
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 APPENDIX FIG. B10 

APPENDIX FIG. B11  
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