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Impossible Herd Collision with Unique HAIFA Counter Salting of Chaining Value 
 

Introduction 
In this preliminary to be revised document section, we present FortressGB enhancements of two naïve 

implementations of the Biham/Dunkelman HAIFA Framework for new hash devices. In the ZK-Crypt III 

we developed a proven method for preventing Message modification. We developed a dual track feedback 

methodology whereby the feedback streams were orthogonal in the sense that each feedback stream affected 

different parts of the hash module, in a grossly unpredictable way. The provable result was that if the hacker 

found a way to reconcile the "damage" caused by one aberrated Message word, he would cause provably 

totally different immediately diffused irreconcilable changes in other interacting parts of the circuit. Thanks 

to the massive diffusion in the ZK-Crypts, where one false bit appears in the next clock in the equations of a 

minimum of 140 monomials further reconciliation is virtually impossible [zk-undst] [bard].  

 

The 64 Bit HAIFA Counter outputs uniquely place each of the first (more than )2
61

 chaining values, thereby 

preventing herded collisions. The outputs of the Mersenne Prime LFSRs are relatively prime, so that each of 

the LFSRs is outputs a pseudo random string.   

 

Pseudo-randomly diffusing the 64 bit Hybrid Mersenne Prime LFSR/binary HAIFA counting mechanism 

into the two feedback streams, provably causes different irreconcilable feedbacks into 5 entry points into the 

Register Bank and the Data Processor. By randomly enumerating (marking) each chaining-value there 

cannot be conventional fix-points (identical chaining-values) in the sequence of more than 2
61

 unique 

counted Message words (more than 2
66

 message bits). A false 32 Bit Message obviously cannot rectify the 

new location 64 bit counts in the stages of a herd collision. 

 

 

 
Fig. 1 The HAIFA counts are XOR combined to the Super Tier and Lower Feedback Streams 
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Fig. 2 The MAC MIX & MUX & SuperMIX SALT Displacement Permutations Feeding the Super Tier 
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Fig. 3 Parallelized ZK-Crypt Autonomous Engines with Swapped Lower Feedback 
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Fig. 4  N ZK-Crypt Cipher/Hash Autonomous Engines- i'th Lower FB into i+1'th mod N Engine 
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