Chapter 07- The 64 Bit Hybrid Mersenne Prime LFSR/Binary HAIFA Counter Salts Dual Track FB
Impossible Herd Collision with Unique HAIFA Counter Salting of Chaining Value

Introduction

In this preliminary to be revised document section, we present FortressGB enhancements of two naive
implementations of the Biham/Dunkelman HAIFA Framework for new hash devices. In the ZK-Crypt III
we developed a proven method for preventing Message modification. We developed a dual track feedback
methodology whereby the feedback streams were orthogonal in the sense that each feedback stream affected
different parts of the hash module, in a grossly unpredictable way. The provable result was that if the hacker
found a way to reconcile the "damage" caused by one aberrated Message word, he would cause provably
totally different immediately diffused irreconcilable changes in other interacting parts of the circuit. Thanks
to the massive diffusion in the ZK-Crypts, where one false bit appears in the next clock in the equations of a
minimum of 140 monomials further reconciliation is virtually impossible [zk-undst] [bard].

The 64 Bit HAIFA Counter outputs uniquely place each of the first (more than )2° chaining values, thereby
preventing herded collisions. The outputs of the Mersenne Prime LFSRs are relatively prime, so that each of
the LFSRs is outputs a pseudo random string.

Pseudo-randomly diffusing the 64 bit Hybrid Mersenne Prime LFSR/binary HAIFA counting mechanism
into the two feedback streams, provably causes different irreconcilable feedbacks into 5 entry points into the
Register Bank and the Data Processor. By randomly enumerating (marking) each chaining-value there
cannot be conventional fix-points (identical chaining-values) in the sequence of more than 2°' unique
counted Message words (more than 2% message bits). A false 32 Bit Message obviously cannot rectify the
new location 64 bit counts in the stages of a herd collision.
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Fig. 1 The HAIFA counts are XOR combined to the Super Tier and Lower Feedback Streams
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MAC MIX DISPLACEMENT

01234567891111111111222222222233
0O 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
; NV\IlgPUT ABCDEFGHJKLMNPQRSTUV|[WXYZlabc def gh
x( OUT)PUT DCBAHGFEMLKJIRQPNVUTS|[ZYXWdcbahgfe
( PERFORM THE MAC MIX - fuwx(NWR)
TRANSFORM ON THE PRESENT RESULT
M8=(88888888) 15, M4=(44444444) 15 THE MAC MIX DISPLACEMENT
M2=(22222222)6; M1=(11111111)16 FUNCTION IS ACTIVATED IN DATA
BAMAZ0 00 2737 AUTHENTICATION & IN CIPHER
| INPUT NWR (32 BIT WORD) | MODE LOADING OF EXTENDED
v PORTION OF SECRET KEY &
MMM=[(NWR AND M8) / 8] & ALSO LOADING FULL LENGTH IV.
MMM=[(NWR AND M4) / 2] OR MMM
MMM=[(NWR AND M2)X2] OR MMM
MMM=[(NWR AND M1)X8] OR MMM
MMX=MMM

(__ _RETURNMMX )

SUPERMIX DISPLACEMENT

INPUTABCDEFGH[JKLMNPQRSTUV|WXY Zlabcdlefgh
fsmx(VWRD)

outputd c b aligf e]DCBAHGFE[MLKJRQPNVUTS[ZYXW

JKEMNPQRIST UVIWXY Z

GENERATE SUPERMIX - fsux(ISX&®BSF), > WEE KO RSO P>N
( AND BOTH MODES‘LOF SUPER TIER FB DCBAHGFH

M8=(88888888)c; M4=(44444444) 15 THE SUPERMIX DISPLACEMENT IS
M2=(22222222)16, M1=(11111111)16 ACTIVATED BY THE PRIMARY CLK.
MMM=0MOD 232
[ INPUTISX, BSF | CIPHER MODE SUPER TIER FB
v CONSISTS OF SUPERMIX (SMX)
[_TMP=ISX ®BSF_| ® DISPERSED “HAIFA” BITS.
A
NMMVI=[(TMP AND ,\,[8),8] MAC MODE SUPER TIER FB (SUP) =
MMM=[(TMP AND M4) / 2] OR MMM SUPERMIX & MAC MIX® “HAIFA” BITS
MMM=[(TMP AND M2)X2] OR MMM
MMM=[(TMP AND M1)X8] OR MMM IN MAC MODE THE SUPERMIX SALTS
SMX=8>>>MMM; SUPERMIX SALT THE REVERSED NIBBLE PRESENT

RESULT (MMX)
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CIPHER MODE
”

CIPHER MODE
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v

OUTPUT SUP TO
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v
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Fig. 2 The MAC MIX & MUX & SuperMIX SALT Displacement Permutations Feeding the Super Tier
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